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The information age presents many fears of security threats to the integrity, confidentiality and  
availability of information systems and their associated data. Despite the advent of 
countermeasures, such as antivirus software, firewalls, security patches and password change 
control systems, amongst others, to protect information systems, online attacks have increased 
significantly. Vast sums are spent by both the government and business sectors on deflecting 
mechanisms and on cleaning up after online attacks, which are becoming increasingly 
sophisticated and diverse (Gartner, 2009). The aim of this exploratory study is to determine the 
factors that influence online security and the current state of user awareness in South Africa 
amongst young adults. To guide this approach, Protection Motivation Theory (Rogers, 1983) 
was used as a conceptual framework.  
 
Significant findings of the study are that gender, race, community, language and employment 
status affect user awareness of online security. In terms of user awareness of online security it 
was found that most of the respondents were aware of the dangers of online threats and 
concerned about the state of online security in South Africa. The reasons why gender, race, 
community, language and employment status affect online security awareness can be explored 
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Chapter 1:  Introduction 
The September 11 attacks against the United States have prompted many new concerns for 
physical security and information security. With the advent of the Information age, also known 
as the computer age, there are increasing fears of security threats to the integrity, confidentiality 
and availability of information systems. Actions have been taken and measures put in place, 
however, to prevent these threats from materializing. These include antivirus software, 
firewalls, password change control systems and security patches, as well as a variety of 
techniques that are offered to protect information systems (Workman, 2008).  
 
It has been found in research done by Cisco Systems (Cisco Systems White Paper, 2006) 
regarding online security awareness in the workplace, that isolated end-users seem to possess 
security awareness but their practices are not consistent with this as they still indulge in risky 
online behaviour. In this research study, participants believed that they were working securely. 
What is important here is that, although end-users understand the importance of security, they 
do not put it into practice. This shows that although users may be aware, they are not properly 
educated about security threats. So, while users may be aware of security threats, they may not 
understand the implications of their actions online. Some research states that users are not IT 
professionals and thus have different priorities (Brush, 2006). While end-users might be aware 
of the importance of security, this knowledge is not enough to ensure safer habits by them. Just 
because users think or say they are aware does not mean they know how to be safe. An end-user 
who is poorly informed about security best practices, yet believes he is working safely, can 
actually intensify security risks for an organisation.  
 
It is assumed that the younger generation of users are more net-savvy, although a study about 
how much personal information people reveal online has shown that the student population is 
not overly concerned about privacy and security issues (Little, 2008). This is due to the fact that 
90% of individuals in the study revealed their real names and pictures online (Little, 2008). It 
was thus concluded in this study that there is a need to develop awareness of personal and 
professional risks due to the large number of online threats (Little, 2008).  According to a recent 
survey carried out in South Africa, just under 45% of respondents rated online security as a 
priority. In terms of social networking, 46.32% of respondents share certain information on their 
social network profile with everyone (Kayle, 2011). This shows that many individuals rate 
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security as a priority yet do not view sharing certain information on their social networking 
profiles with everyone as a potential threat. This could be because they are unaware of the 
potential security threats derived from this practice (i.e. identity theft) or that they are aware but 
are not overly concerned about privacy, as stated above.  
 
Using the Protection Motivation Theory (Rogers, 1983) this research investigates whether 
demographic (inclusive of factors like employment status, gender, race, language, community) 
factors play a role in users‟ online security awareness.   
 
1.1 Risky Online Behaviour 
Recently, attention has been given to the amount of time that some users spend using social 
networking sites and the risky behaviour of users on these sites (Price 2010). In a study by 
Sophos (2007) it was found that users are careless when using social networking websites 
regarding who they invite into their circle of friends. A survey was done in 2007 where a false 
Facebook profile was created for a character called “Freddi Staur”, who sent out 200 friend 
requests to determine how many people would be willing to accept him as their friend and thus 
permit a complete stranger to have access to the users‟ personal details on their Facebook 
profile (Sophos, 2007). The false friend requests received 87 responses, with 82 responses 
giving “Freddi” access to private information (Sophos, 2007). This study shows that individuals 
do not seem to view their actions as possible security threats or are unaware that these actions 
can result in identity theft.  
 
A survey in the United States found that, regardless of possessing a high level of awareness 
about threats lurking on the Internet, young adults routinely engage in risky online behaviour. It 
was found that seven out of ten admitted that they are not always as careful as they should be 
when posting and accessing information online (TRU Research, 2010).  It was also found that,  
in spite of the incidence of online threats, young adults in the United States are doing very little 
to protect themselves (TRU Research, 2010). It would be useful to researchers and practitioners 
involved in developing user education and awareness campaigns to see what the current user 
awareness of online security of young adults in South Africa is, and whether demographic 
factors impact on users‟ security awareness. The reason it would be useful is that these 
researchers and practitioners will be able to see where the gaps are in terms of the demographic 
groups who have the knowledge and those who do not and can therefore cater for the ones who 
have less knowledge by designing their campaigns in such a way that it can be more 
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understandable to those who lack awareness. Researchers, practitioners and educators could use 
the findings of this research to generate more effective messages in order to increase online 
security awareness.  
 
A study in Malaysia showed that demographic factors did impact online shopping behaviour. 
These factor are gender, age, marital status, employment status and salary (Hashim, Ghani, & 
Said, 2009). This study looked at whether demographic factors had an impact on users‟ online 
security behaviour. 
 
1.2 Protection Motivation Theory 
To guide this study, Protection Motivation Theory (PMT) which was conceptualised by Rogers, 
was considered. The reason for the use of Protection Motivation theory is that, although it is an 
older model, it has been used in other research over the years and has been effective, 
particularly in the medical field (Grindley, Zizzi, & Nasypany, 2008).  This model has also been 
adapted and used in the information security arena quite effectively (Acquisti & Gross, 2006, 
Banks, Onita, & Meservy, 2010, Dwyer, Hiltz, & Passerini , 2007, Herath & Rao, 2009, 
Johnston & Warkentin, 2010, LaRose, Rifon, & Enbody, 2008, Milne, Labrecque, & Cromer, 
2009, Lo, 2012, Pahnile Siponen & Mahmood, 2007, Siponen et al., 2010,  Youn, 2009, , 
Young & Quan-Haase, 2009). This theory serves to explain the effect of fear on attitude change 
and behaviour. Protection Motivation Theory states that an individual‟s motivations or 
intentions to protect himself from harm are improved by four critical perceptions: the severity of 
the risks; the personal vulnerability to the risks; self-efficacy or assurance in one‟s ability to 
perform the risk-reducing behaviour; and the response efficacy of the risk-reduction behaviour 
(Rogers 1983). 
 
Due to the fact that Protection motivation theory was used successfully in the research discussed 
above, it was applied to this study (More discussion on PMT in online security research is 
discussed in sections 2.9 and 3.2).  
1.3 Applying Protection Motivation Theory to the Online Security Domain 
Some research has been done in the information security field using Rogers‟ Protection 
Motivation Theory, mostly in empirical studies. It has been used in research to explain 
information security compliance because it was found to be theoretically solid as well as 




Results from one study show that the visibility of a threat has a major effect on users‟ intentions 
to observe information security policies (Pahnile et al., 2006). This means that information 
system security must be promoted in the organization in a visible way, through education and 
campaigns. In other words, the importance is in the visibility of the threats not the exact means 
by which security matters are promoted in organizations. External information system security 
visibility also has an effect on the cognitive process of Protection Motivation Theory. Possible 
sources of external visibility include news or media, such as newspapers, radio, TV, as well as 
the Internet. This entails reporting security incidents in the media and also making them visible 
to employees in organizations (Pahnile et al., 2006). 
 
Protection Motivation Theory has also been used in a study by Pahnile et al., (2007) to find out 
why users are unmotivated to protect their computers against spyware.  It was found in this 
research that the perceived threat of an online security problem could lead users to protect 
themselves. Thus Internet users who are highly knowledgeable about the threat of spyware and 
believe in their ability to cope with a spyware threat are most likely to protect themselves and 
adopt anti-spyware software.  Internet users who are not knowledgeable about the threat of 
spyware and believe they are incapable of coping with online security threats will most likely 
engage in unsafe computing behaviour and may appear to be indifferent to taking protective 
action. In terms of PMT, when Internet users‟ awareness of an online security threat (i.e., 
spyware) is high, there is a strong positive relationship between the perceived ability to cope, 
protection motivation, and behavioural intention to protect oneself. However, when Internet 
users‟ awareness of the threat  is low, there is a weak relationship between the assessed ability 
to cope and motivation and behavioural intention to protect oneself (Poston & Stafford, 2010). 
 
A study in the United States has also used Protection Motivation Theory to examine the role of 
online self-efficacy of non-student respondents. Results of this study showed that demographic 
factors, such as age, race and employment status, have a differential influence on the type of 
behaviours taken online (Milne et al., 2009).  
1.4 Problem Statement and Research Questions 
End-users who are poorly informed about security practices, but who believe they are working 
safely, present a potential to intensify security risks for IT organizations (Cisco Systems, 2006).  
According to the 2012 report of security firm RSA, there is a reported number of almost 33,000 
phishing attacks globally every month of the year, which results in a total loss of $687 million. 
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These numbers mark a global increase of 19% when compared with the statistics for the first 
half of 2011 (RSA, 2012). Cyber crime is a big problem in South Africa according to the latest 
figures from the South African Anti-Fraud Command Centre (Wolf Pack, 2013). South Africa is 
the country, after America and Britain, that is experiencing the highest number of phishing 
attempts. The latest report by the Internet Crime Complaint Centre (Internet Crime Complaint 
Centre, 2011) states that South Africa is ranked  seventh  in the top 10 cyber crime perpetrators 
list (Internet Crime Complaint Centre, 2011). According to a recent report, South Africa has lost 
more than R1 billion in the past three years due to cyber-crime (Von Solms, 2011). 
 
Online fraud is aggressively threatening individuals and some believe that it can turn into a 
weapon of electronic warfare in the future (Jakobsson & Srikwan, 2008).  One way to ensure 
online safety is to make use of education and awareness campaigns or provide information to 
users to increase their awareness levels. Lack of information security awareness is a problem 
and finding more ways to educate users might be a step in the right direction (Monk 2011, Van 
Niekerk & Von Solms 2007). True security depends on assistance from the users concerned in 
the security process (Van Niekerk & Von Solms, 2007). Each user involved in the security 
process not only needs knowledge relating to what they should do, but also knowledge as to 
how to perform their security-related functions (Van Niekerk & Van Greunen, 2006).  
 
Despite efforts to generate awareness of online security, research has found that users still 
indulge in unsafe practices online. Online fraud is actually on the increase (Gartner, 2009) and 
young adults indulge in risky online behaviour, despite being aware of online security (TRU 
Research, 2010).  These factors gave rise to the problem statement: The identification of factors 
that influences young adults‟ awareness of online security. 
 
The main focus of the study is whether the respondents‟ demographic profiles have an impact 
on their online security awareness.   
1.5 Research Questions 
What is the current state of user awareness of online security in South Africa? 
Since the subject of user awareness is being researched from the user perspective, what first has 
to be established is how aware users are of online security threats. This will be done in the form 
of a survey. 
 
What factors influence online security awareness? 
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These were derived from the results of the survey when the users‟ demographic profiles were 
compared with how they answered the survey. Analyses were performed by a statistician who 
used SPSS software.  
1.6 Research Methodology/Methods 
The methodology for the exploratory study was based on assessing the current levels of user 
awareness of online security and whether demographic factors had an impact on this.  The 
instrument that was used for this research was an online survey.   
1.7 Sample and Method 
The primary population in this study is young adults.    
This online survey will inform the researcher of the following: 
 The demographic information of the users  
 Current level of online security awareness of users  
 Current user fears regarding online security 
 Measures users believe will keep them safe if taken 
 How much private information they reveal online 
 Where the users mainly hear/learn about online security 
More detail about the survey and how PMT constructs were measured will be given in chapter 
three.  
1.8 Sampling and Limitations 
For this research study, a non-probability sampling method called convenience sampling was 
used. With this method, the selection of population elements is based on their availability (i.e. 
because they volunteered). The limitation here is that an unknown portion of the population is 
excluded (e.g. those who did not volunteer).  In this study, a combination of convenience 
sampling and snowball sampling was used. The convenience sampling technique was used so 
that the researcher could get a high response rate within the given time frame. This sampling 
technique was used to get responses from the student population at the University of KwaZulu-
Natal.  
 
The snowball sampling technique was used so that the response rate could be expanded to reach 
people from the target population which would otherwise have been difficult to locate. This 
sampling technique was used to gain access to young employed adults. These methods were 
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chosen as they seemed to be the least restrictive in terms of the response rate. Also, other 
sampling methods require more formal access to lists of people from whom to select for a 
survey. The researcher did not have the capacity or relevant authority to get access to these 
types of lists from the University.  
 
Facebook and Twitter were the social networking websites of choice used for this study. The 
reason that social networking websites were used to conduct this study is that many young 
adults connect to these websites regularly (Pring, 2012).  
1.9 Analysis of Results 
Results were analysed by a statistician using SPSS software (See Appendix A for letter from the 
statistician). To test user awareness, a categorical chi-square goodness of fit test was performed 
to further validate the results. The researcher used cross tabulations to test the hypotheses  to see 
if the above elements (i.e. gender, race, community, language and employment status) influence 
online security awareness.  
1.10 Chapter Outline 
Chapter 1: This contains the introduction. This section provides an overview of the research 
study motivation section, as well as the study processes that will be followed throughout the 
research study (This is the above chapter). 
 
Chapter 2: This chapter comprises the literature review of literature relating to the factors 
influencing users‟ online security awareness. This chapter also describes current security threat 
trends and shows some of these statistics. In addition, the conceptual framework and model are 
described. 
 
Chapter 3: This section describes the research design and methodology that are used and further 
explains how the model has been adapted to this study.  
 
Chapter 4: This section shows the findings for users‟ general online security awareness. This 
section provides answers to the above research questions, namely: 
 What factors influence online security awareness? 
 What is the current state of user awareness of online security amongst young adults?  
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Chapter 5: This chapter shows the results of the hypothesis testing for the factors race, language 
and community.  
 
Chapter 6: This chapter shows the results of the hypothesis testing for gender.  
 
Chapter 7: This chapter shows the results of the hypothesis testing for employment status.  
 
Chapter 8: This chapter gives the conclusions drawn in the study, and the research study 
evaluation and recommendations for future studies in this area.  
 
Chapter 9: This chapter comprises possible strategies to enhance user awareness of online 
security.  
 
A bibliography section and appendices follow.  
1.11 Conclusion 
The results of this study will be relevant to researchers and practitioners involved in developing 
user education and awareness campaigns. Researchers and designers of online campaigns 
require information on how they can improve end user observance of information security and, 
in so doing, improve the security of their information. 
 
Results of this study has been published in the Journal of Information Warfare (April 2013 
edition) and an abstract has been accepted for the ISSA 2013 conference (See Appendix E). In 
addition all chapters of this thesis (Including the abstract) have been language edited (See 
Appendix B) and results have been analysed by a statistician (See Appendix A).  A Turnitin 
report is also included (Appendix D) and an ethical clearance letter which the research 
committee has provided to the researcher (Appendix C). This letter was provided after the 
committee reviewed the research instrument and the motivation for the study and thus allowed 




Chapter 2: Literature 
2.1 Introduction 
Protection of data or electronic information from unauthorized access is known as Information 
Security (Peltier, 2002). Information Systems are made up of hardware, software and people, 
and need to be secured against unauthorised access. There are controls in place to ensure 
security for hardware, software and people.  In terms of hardware, devices like firewalls assist in 
securing information as they control and monitor access between two or more networks. In 
terms of software programming, standards make sure that developers create software which 
supports a sufficient level of security. For people, there are policies and rules in place in 
organisations that users of systems have to follow to ensure that security is maintained. The 
users of the system are often the main cause of Information Security breaches (Ernst & Young, 
2008). Cyber criminals often target the users of the system to gain entry to it as the users are 
frequently described as the weakest link in the security chain (Allen, 2006). For a system to be 
secure, it must incorporate the following security goals (Pfleeger & Pfleeger,  2003): 
 Integrity: The process of ensuring that the data in the system is not modified, intercepted or 
deleted illicitly 
 Confidentiality: Ensuring that only legitimate parties have access to data. It ensures that 
computer-related assets are accessed only by authorized parties 
 Availability: Ensures legitimate access to the system for authorized parties at appropriate 
times  
Fundamentally, information security can be seen as the protection of assets from threats by 
launching controls to decrease the risks initiated by vulnerabilities (Monk, 2011). These 
elements will be discussed in further detail below. 
 
An asset is anything which adds value to a business. Assets can be classed into two groups, 
these being tangible assets and intangible assets. Intangible assets are things like raw data, 
licences, contracts and policies. Tangible assets, on the other hand, are servers, desktop 
computers, switches, routers etc. (Alshboul, 2010).   
 
Vulnerabilities are the weaknesses of information systems that provide opportunities for 




Threats exploit vulnerabilities to cause damage or loss (Monk, 2011). Threats with regard to 
computer systems are when hackers, viruses and destruction to computer and network resources 
are involved. 
 
A risk is the probability that a threat will exploit vulnerability and cause harm to or loss of an 
asset (Pfleeger & Pfleeger, 2003). When these elements (Assets, Vulnerabilities and Threats) 
come together, a risk can be recognized and identified. 
 
To mitigate risks, controls or countermeasures have to be implemented so that risks can be 
reduced. The table below shows examples of all these elements. 
 
Table 1: Examples of an Asset, Threat, Vulnerability and a Control (Adapted) 
Asset Threat Vulnerability  Control 
Data Firewall enabled to 
allow guest access 
The network Disable guest access 
on firewall. Strong 
authentication 
measures. 
E-mails Interception of e-
mails 
The network Encryption 




Training programmes  
Personal Computers Theft of Personal 
Computer 




The information age presents many fears of security threats to the integrity, confidentiality and 
availability of information systems and their associated data. Despite the advent of 
countermeasures, such as antivirus software, firewalls and password change control systems, 
amongst others, to protect information systems online, attacks have increased significantly 
(RSA 2012, Symantec 2012). Vast sums are spent by both the government and business sectors 
on deflecting mechanisms and on cleaning up after online attacks which are becoming 
increasingly sophisticated and diverse. Some of these are discussed further in the sections 
below.  
2.2 Types of Attacks 
There are a variety of attacks. These are described in the sections below.  
2.2.1 Malware 
Malware is code or software that is specially designed to destroy, disrupt, steal, or inflict an 
illegitimate action on data, hosts, or networks (Cisco Systems, n.d). Viruses, worms, Trojans 
and bots are all categorized as software called malware (malicious software). According to the 
Symantec annual report, these attacks continue to increase rapidly, despite efforts to minimise 
them by the company (Symantec, 2012). Spyware is a type of malicious software (malware) that 
gathers data or information from a computer system without the user‟s permission. Spyware can 
keep track of keystrokes, screenshots, authentication credentials, personal email addresses, web 
form data, Internet usage habits and additional personal information (US-CERT, 2005). 
2.2.2 Phishing and E-mail Scams 
There are a large variety of e-mail scams, one of the most popular being phishing attempts. 
Phishing attacks aim to trick users into exposing personal information like credit card details, 
usernames, pin codes and passwords for Internet services.  
 
Figure one (below) is an example of a phishing website. One of the typical signs of a phishing 




Figure 1: Example of Phishing Attack (Pretorius, 2009) 
 
Other popular types of e-mail scams include 419 scams and spoofing. The term „419‟ was 
created from  “419” of the Nigerian Criminal Code (Chawki 2009). This scam started with 
offenders, normally working from Nigeria and  targeting victims across the world, usually with 
letters sent over the postal mail (Smyth and Carelton, 2011). Thereafter, offenders moved to 
using e-mail. Basically the scam comprises of an unsolicited e-mail that masquerades as a notice 
from an unknown beneficiary or a request to help with charity or a business proposition 
(Christensen, 2006). The scam involves a prolonged communication with the victim. The victim 
becomes progressively drawn into the plot and defrauded by the scammer‟s skill to form 
sympathy, rapport and trust while never  meeting in person (Smyth and Carleton, 2011). 
Another common type of attack is called spoofing, which involves the sender of an e-mail 
altering parts of the e-mail to make it appear as though it was sent by someone else (Gil, 2012).  
2.2.3 Web 2.0 Dangers 
Web 2.0 is a relatively new technology, which creates a huge opportunity for attackers to 
exploit online resources. In addition, a number of vulnerabilities can be exploited, like 
insufficient authentication controls, cross-site scripting, cross-site request forgery, information 
leakage, injection flaws and insufficient anti-automation (Secure enterprise 2.0, 2009).   In 
terms of incidents, one of the well-publicized ones is the brute force dictionary attack against a 
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Twitter administrator account that broke into 33 user accounts, including those of Barack 
Obama and Britney Spears (Secure enterprise 2.0, 2009). 
2.3 Controls 
For the above attacks, there are controls in place to protect information systems. Anti-Virus 
software products are designed to defend users‟ computers against malicious software by 
recognizing code signatures that are unique to different types of malware (Heyman, 2007).   A 
firewall can be defined as hardware or software that serves as a barrier between networks as 
well as other functions, such as providing access controls, filtering traffic and other security 
features (Goertzel, 2011). Personal computer users also use firewalls that are software-based to 
prevent threats from the Internet. Password control mechanisms are also incorporated into many 
systems to prevent unauthorised access to information. These can be further categorised or split 
up into physical controls, technical controls and operational controls (van Niekerk & von Solms 
2006, Pfleeger and Pfleeger, 2003) and are discussed below.  
 
 Physical controls prevent unauthorised access into a business premises. These include 
burglar guards, access-controlled entrances and guards.  
 
 Technical controls, on the other hand, resolve vulnerabilities that are technology-
related. An example of this is forcing a user to authenticate himself before accessing 
certain information (Whitman & Mattord, 2011). Encryption is another example of a 
technical control.  
 
 Operational controls are controls for threats that occur due to human behaviour, either 
accidentally or intentionally (Monk, 2011). An example of this type of control would be 
educating users about online security threats and password mechanisms. These controls 
are more difficult to regulate than physical and technical controls as they are reliant on 
users of a system who are the weakest link in the security chain.  Physical and technical 
controls essentially depend on the application of operational controls (van Niekerk & 
von Solms, 2006; Stephanou & Dagada, 2008). For example, a technical control can 
force users to use a strong/secure password; however, users are likely to write it down 




This study aims to find out what the current level of user awareness is and whether demographic 
factors play a role in their awareness levels. It therefore focuses on how much the users know 
about online security. Based on the findings of this research, practitioners and educators can 
develop awareness campaigns specific to different users‟ needs and requirements. This would 
then support the conception that users‟ behaviour can be transformed to execute controls 
effectively if they obtain the proper education (Monk, 2011). The next section will show recent 
online fraud statistics and current user perceptions of online security. 
 
2.4 Cyber Crime and User Perceptions of Online Security 
In terms of cyber crime worldwide, viruses, worms and malicious websites are the biggest 
threats, as shown in figure 2 below (Turbotodd, 2012). 
  
Figure 2: Top Cyber Threats in 2011 
Sources show that in the international context, South Africa has a severe cyber crime problem 
(Internet Crime Complaint Centre 2011, RSA 2012). The most recent figures from the South 
African Anti-Fraud Command Centre state that South Africa is one of the countries, after 
America and Britain, undergoing the greatest volume of phishing attempts (Von Solms 2011, 
RSA 2012). Von Solms (2011) reports that the founder and chairman of the Information 
Security Group (ISG) of Africa, Craig Rosewarne, stated that the R1 billion reportedly lost in 
2011 in South Africa due to cyber crime was a conservative estimate. He further stated that this 
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was because no law or regulation currently forced companies to report cyber crimes thus the 
true scope of the situation in South Africa is uncertain. Figure three, below, shows where South 
Africa is in relation to the rest of the world with regard to phishing attacks. 
 
 
Figure 3: South Africa’s High Volume of Phishing Attacks (Grobler, Van Vuuren, Jansen 
& Zaaiman, 2012) 
Online fraud is aggressively threatening individuals and some believe that it can turn into a 
weapon of electronic warfare in the future (Jakobsson & Srikwan, 2008).  One way to ensure 
online safety is to provide information to users to increase their awareness levels and to make 
use of education and awareness campaigns. Lack of information security awareness is a problem 
and investigating more ways to educate users will be a step in the right direction (Monk 2011, 
Van Niekerk & Von Solms 2007). True security depends on assistance from the users involved 
in the security process (Van Niekerk & Von Solms, 2007). Each user involved in the security 
process not only needs knowledge relating to what they should do, but also knowledge as to 
how to perform their security-related functions (Van Niekerk & Van Greunen, 2006). 
 
Many Internet users at present stay away from buying online, due to fears that their financial 
information will be stolen (Jahankhani, 2009). In the United Kingdom, 50% of consumers over 
the age of 16 still do not purchase online (CyberSource, 2010). The study (CyberSource, 2010) 
indicated that 71% of users were concerned about the level of risk when purchasing online, 
which is an increase from 66% in 2008. This indicates that users‟ perception of the safety issues 
























According to Jahankhani (2009) a primary negative perception revolves around the security 
involved in electronic payment systems. Consumers are doubtful about providing personal 
information, including credit card details, over the Internet due to concerns with privacy and 
fraud (Jahankhani, 2009). Another factor that makes consumers unsure of transacting business 
online is that e-commerce is borderless. Consumers are therefore unsure of their rights or 
protection and jurisdiction if something goes wrong (Ong, 2003). The next section will discuss 
privacy and what it means in the online security context. 
2.5 Privacy 
In terms of the Internet, privacy refers to the user‟s opinion on whether or not the online vendor 
will try to protect the confidential information collected from them during electronic 
transactions from unauthorized use or disclosure (Kim et al., 2008). Thus, for numerous Internet 
users, privacy loss is the key concern and the protection of information during online 
transactions is vital (Salleh et al., 2012).  Examples of privacy abuses on the Internet include 
spamming, usage tracking and data collection, and the sharing of information to third parties 
(Salleh et al., 2012). When users feel or recognize that their information privacy has been 
violated, they will avoid disclosing their personal information on the Internet (Dinev & Hart, 
2006). 
 
Several studies have suggested that a large number of Internet users have serious apprehensions 
concerning privacy on the Internet (Barnard & Wesson, 2003). This leads to the issue of trust. 
The primary impediment to sustained e-commerce growth is winning public trust. Elevated 
levels of trust and positive electronic commerce experiences add to the possibility of consumers 
returning and establishing continuing relationships (Jahankhani, 2009). Trust includes privacy, 
ease-of-use and credibility of information on the Internet and is as important to consumers as 
security (Barnard & Wesson, 2003). Trust is found to be an important precursor to perceived 
risk (Pavlou, 2003). 
 
A study by Salleh et al. (2012)  found that perceived risk decreases when trust arises.  Trust and 
perceived risk are vital to all types of online transactions, such as e-commerce (Pavlou, 2003), 
e-governance (Belanger & Carter, 2008), and Internet banking (Casalo et al., 2007). In terms of 
social networking websites, studies show that the majority students in university are more 
inclined to trust Facebook (FB) than other social networking websites (MySpace, Friendster) 
(Acquisti & Gross, 2006, Fogel & Nehmad, 2009). There has, however,  been some empirical 
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research that has revealed that while users are occasionally aware of the privacy and security 
concerns related to social networking websites, they do not have a  good understanding of the 
risks associated with disclosing their  information on online social networks (Raynes-Goldie, 
2010). 
 
Trust and security are linked. Unlike the real world, consumer trust in e-commerce websites 
depends on and is influenced by: 
 Having secure standard technologies 
 Being a reputable, profitable business 
To make users aware of the dangers online and to educate them about what they should and 
should not reveal online, awareness strategies are being put in place. These will be discussed in 
the section below. 
2.6 User Awareness Strategies 
Awareness campaigns are important to educate individuals on how to recognize and respond to 
online attacks. As discussed below, government establishments, online operators and Internet 
Service Providers are currently developing educational tools for users. In the United States, the 
Federal Trade Commission (FTC), the Department of Homeland Security, the Department of 
Commerce, and other government and private sector partners have launched a website and 
education campaign to help individuals be on guard against Internet fraud. The campaign is 
called OnGuard Online and is accessible in both English and Spanish. It consists of media as 
well as articles that aim to help computer users protect themselves against Internet fraud, as well 
as secure their personal computers and defend their personal information.  The materials on 
OnGuard Online are available to anyone who is interested in using it (OnGuard Online, 2012). 
This approach can be seen as inadequate as the Federal Trade Commission (FTC) informs 
people they should forward emails suspected of threats with full headers yet there is no 
explanation about what a full header is or how to forward it (Jakobsson & Srikwan, 2008). 
Everyone with access can actually learn what a full header is, yet many may be inadequately 
motivated to find and read this information (Jakobsson & Srikwan, 2008). This website thus 
expects users to be more technologically well-informed than they actually are. On the other 
hand, some initiatives oversimplify the message, for example, financial organizations frequently 
warn users that they should not click on hyperlinks in email messages. 
 
In 2008, attackers started to adjust to users being cautious of clicking on links in email messages 
so, in their attacks, actually recommended to targeted users that they should copy and paste 
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URLs into the address bar (Jakobsson & Srikwan, 2008).  Other awareness and advice-giving 
websites, such as Get Safe Online (Launched by the British Government) and Stay Safe Online 
(Launched by the Australian Government) also provide good resources for those users that are 
aware of them. The challenge is that there needs to be a prompt or a trigger so that users look at 
these websites in the first place (Furnall, 2008). The difficulty with information security 
education, training and awareness is that most people are usually not motivated to learn on their 
own. Online security awareness might create employee awareness of a security issue, but it does 
not guarantee that the employees comprehend how that message should be put into practice 
(Monk, 2011). 
 
Another view is that users should not be solely responsible for information security. This is due 
to the fact that ordinary users cannot be expected to keep up with sophisticated attacks launched 
by career criminals. As stated before, users and IT security professionals have very different 
priorities and the user should not be expected to understand the complex issues surrounding 
information security (Cisco Systems White Paper, 2006).  In  terms of this viewpoint, the 
solution that is suggested is restructuring the technology as opposed to educating the users 
(Nielson, 2004). Another solution is to apply more stringent laws regarding information security 
crime (Nielson, 2004).  Both these solutions are logical, but might not be feasible. Changing the 
technology might be worse as the user might be reluctant to learn a whole new system or 
technology. Thus, the new technology might be met with resistance. In terms of more stringent 
laws, different countries have diverse viewpoints regarding online security. The reason for this 
is possibly because Internet usage in some countries are higher than others (Internet World 
Stats, 2013), thus more online transactions will be performed by countries with higher Internet 
usage, thus increasing the susceptibility of these countries (i.e. countries with a higher Internet 
usage) to attack. 
As mentioned above, this study aims to find out what the current level of user awareness is and 
whether demographic factors play a role in  awareness levels. To derive a hypothesis, a review 
of the literature was performed to see if there was previous literature that showed whether these 
factors affected online security awareness. These are discussed in the sections below. 
2.7 Factors That Influence User Awareness of Online Security 
According to recent literature, it has been found that gender, ethnic background, the community 
in which an individual lives or grew up and employment status do impact online security 
awareness. Each of these factors is discussed below. 
19  
 
2.7.1 Ethnic Background, Community and Language 
The Internet is a dangerous place and users accidentally become victims of cyber criminals. A 
large segment of the South African population has not had regular contact with technology and 
broadband Internet access. This fact, in conjunction with the current dangers of cyber threats, 
make local communities vulnerable to cyber attacks. Poor infrastructure in rural areas limits 
Internet usage and thus a majority of African Internet users in these areas do not get access to 
the Internet (Labuschagne & Eloff, 2012).  Research done by the Council for Scientific and 
Industrial Research and the University of Venda shows that local communities are not equipped 
to deal with cyber threats. As a preventative measure to prevent Internet users from these 
communities from becoming victims of cyber attacks, a thorough awareness campaign is 
essential to teach users basic security. According to a recent research study in terms of the South 
African population (South African citizens from areas within the South African Gauteng, 
Mpumalanga and Limpopo provinces participated in this study) the results show that only 50% 
of the population has some level of cyber awareness. This study showed that rural and semi-
rural citizens were less aware of cyber threats and should be the focus of online security 
awareness programmes (Grobler et al., 2012).  
 
In South Africa (where this study had taken place) there are 11 official languages. According to 
the 2011 census, the most common home language in South Africa is isiZulu with just over 20% 
of the population speaking it. The second most common language is Xhosa, which is spoken by 
16% of the population. This is followed by Afrikaans at 13.5%. and English and Setswana each 
at 8.2% (SouthAfrica.info, 2013). This research will also look at whether language affects 
online security awareness. According to previous studies, another factor that influences online 
security awareness is race (Milne 2009). This research will also look at whether race is an 
indicator of online security awareness 
2.7.2 Internet Usage in South Africa 
In other countries, there have been a number of education campaigns and initiatives taken to 
launch user awareness and. The reason for this is possibly the fact that Internet usage in South 
Africa is lower than in the United States and Europe (Internet World Stats, 2013). Table two, 
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8,500,000 Internet users Dec/12, 17.4% of the population, per WWW. 
 
6,269,600 Facebook subscribers on Dec 31/12, 12.8% penetration rate 
 
 
Figure four, below, shows the percentages of Internet users in the world.  
 
 
Figure 4: Internet Users in the World, Distribution by World Regions – 2011 (Internet 
World and Population Stats, 2013) 
The data above shows that Africa as a whole, has one of the lowest Internet usage statistics in 
the world. As shown in figure four, above, North America and Europe both have the highest 


















Figure 5: Internet Penetration Africa 2011 (Internet World and Population Stats, 2013) 
In terms of Africa, South Africa‟s Internet usage is only the sixth highest, as shown in the graph  
(Figure five) above. 
2.7.3 Gender Influence on Online Security Awareness  
Studies show that gender has an impact on phishing susceptibility. In particular, women, tend to 
click on links in phishing emails more frequently than men do according to Sheng et al (2010). 
This study speculates that women are more prone because they have fewer opportunities to learn 
about phishing or are less motivated to learn about phishing. This study also states that issues 
that would be worth looking at in the future are the difference in the way men and women make 
use of the Internet as well as the difference in the way men and women make trust decisions.  
 
A study by Fogel & Nehmad (2009) discovered differences between men and women in terms 
of online privacy. It was found that women are reassured about privacy protection on social 
networking websites (SNS) and are less likely to reveal real information about themselves when 
compared with men. Another study was done at the University of Indiana that aimed to show 
whether participants would fall for a phishing website by providing their personal details on it 
(Jagatic et al., 2007). This study found that 77% of female students fell for the phishing attack 


























study show that men are more likely to correctly differentiate between phishing websites and 
legitimate websites than women (Kumaraguru et al., 2007). The above studies show that gender 
does have an effect on online security awareness.  
2.7.4 Employment Status Influence on Online Security Awareness 
Siponen (2001) identified five dimensions of information security awareness. These are the 
organisational dimension, the general public dimension, the socio-political dimension, the 
computer ethical dimension and the institutional educational dimension.  
 
The organisational dimension refers to the different categories of employees who need to be 
aware of different aspects of information security. These categories include: top management, 
Information Technology/Information Systems management, information security staff, 
computing/Information Systems professionals, end-users of various types (e.g., casual end-
users, parametric end-users, sophisticated end-users and stand-alone users). For example, IT 
management should be responsible for implementing and creating information security policies, 
while end-users need to be responsible for following these policies. More security training takes 
place here than in the other dimensions. This study also looked at whether these users were 
more aware of online security awareness (i.e. employed individuals) than student users; thus, 
looking at whether organisational dimension users are more aware of online security.  
 
Results of a study by Hashim et al. (2009) show that employment status does affect online 
shopping behaviour. The results indicate that respondents who had a higher income per month 
and were in top management level jobs were more likely to do online shopping compared with 
those employed at lower levels. A reason for this, at as stated in the study, could be that these 
respondents have easier access to credit cards which allowed them to do online shopping.  
 
To guide this study, an appropriate framework had to be considered.  The theory that was 
considered was a fear appeals model known as Protection Motivation Theory by Rogers. The 
next section will discuss what fear appeal strategies are. This will be followed by sections 
describing the model used for this research study. 
2.7.5 Fear Appeals 
One way to guide this study is to see whether “fear appeals” impact user awareness of online 
security. There have been over 50 years of research on fear appeals in many different subjects 
and these studies have collectively gathered mixed results (Ruiter et al., 2001). Fear appeals are 
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commonly used in health campaigns that are designed to change behaviour, for example these 
would include campaigns against drug use, drinking and driving, and unsafe sexual practices. In 
terms of the health context, fear appeal messages have been used regarding condom use (Witte, 
1992), the spread of sexually transmitted diseases (Witte et al., 1998), AIDS (Dillard, et al., 
1996), skin cancer (Stephenson & Witte, 1998), and breast cancer (Kline & Mattson, 2000). 
 
Fear appeals normally begin with the appearance of the negative consequences of certain 
behaviour, followed by a recommendation in which a solution to the health risk is offered. The 
majority of empirical studies investigating the effects of fear appeals on persuasion have 
established that more fear leads to more persuasion (Das, 2001). 
 
Fear appeal strategies essentially are made up of two components (Dillard and Anderson, 2004): 
 A threat is posed which is aimed at causing a negative awareness by way of showing 
susceptibility and severity of aversive consequences to the receiver of the message who is 
connected with a particular behaviour or belief. 
 
 Immediately following the threat is a suggestion of substitute action or belief that, if 
followed, is perceived by the receiver of the message to result in the decline of the 
perceived threat. 
 
2.7.6 Model of Fear Appeal Strategies 
This model is made up of three main components.  
 The problem: which is a fear provoking statement to a certain behaviour.  
 The reaction: which essentially is the target audience who experiences anxiety  
 The solution: which is a suggestion designed to reduce fear through an alternative 
behaviour or attitude (Dillard and Anderson, 2004).  
Figure six, below, shows the relationship between these components.  
 
Figure 6: Fear Appeal Strategies  (Dillard and Anderson, 2004) 
 
Problem Reaction Solution 
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Most fear appeal strategies have a dialogue structure. There are essentially three components 
that make up this dialogue. These are:  
 The argument, in which proponent P actually engages in communication with the 
respondent R, who is the audience.  
 The purpose of the dialogue is to get P to get R to carry out a particular action A.  
 This means of getting the conformity centres on a danger which is D, which is a very 
bad outcome from R‟s perspective, which generally represents a potential loss of R‟s 
continued safety or well-being. (Wilson, 2004). 
 
The characteristic of D in the fear appeals argument is that P thinks that D is particularly fearful 
of R. The basic dialogue structure for this argument would be:  
 
If you get ( P ) to engage with ( R ) to carry out ( A ), then D will not occur (Wilson, 2004).  
 
The next section will discuss the fear appeals strategy used in this study, this model is called 
Protection Motivation Theory (PMT).  
2.8 Protection Motivation Theory 
To guide this study, the model considered was Protection Motivation Theory (PMT) developed 
by Rogers. This theory serves to explain the effect of fear on attitude change and behaviour. 
Protection motivation theory states that an individual‟s motivations or intentions to protect 
himself from harm are improved by four critical perceptions: the severity of the risks, personal 
vulnerability to the risks, self-efficacy or confidence in one‟s ability to perform the risk-
reducing behaviour, and the response efficacy of the risk-reduction behaviour (Rogers 1983). 
Application of these constructs in terms of this study is discussed further in Chapter three.  
 
Protection Motivation Theory postulates that a fear appeal will provide a drive for the individual 
to measure the severity of an event, the likelihood of the event‟s incidence, and confidence in 
the efficacy of the message‟s suggestion. These factors provoke “protect motivation” which 
presents the reason for change (Keller, 1999). On the other hand, there could be a boomerang 
effect, that is, if individuals feel threatened but have no useful way to protect themselves, then 
intentions to change behaviour are expected to be very low. In this instance, the individual will 
resort to denial, avoidance and wishful thinking (Roser and Thompson, 1995). Researchers 
established that self-efficacy, which is basically an individual‟s confidence in their ability to 
perform a certain task, plays a significant role in the explanation of protective behaviour 
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(LaRose et al., 2008, Youn, 2009). Protection Motivation theory has been used in other 
information security research, as discussed below. 
 
2.9 Protection Motivation Theory Used in Other Information Security 
Research 
Protection Motivation Theory has been used to observe users‟ protective behaviour in online 
transactions (LaRose et al., 2006; Youn, 2009). Youn‟s (2009) study showed that perceived 
vulnerability and information revelation benefits affect online privacy protection behaviour. 
This theory was also used to observe employees‟ awareness of organizational information 
security policies (Herath & Rao, 2009; Siponen et al., 2010). This model was also used to 
examine individuals‟ use of security software (Johnston & Warkentin, 2010). A number of 
studies used  constructs from Protection Motivation Theory and incorporated them with other 
factors connected to information disclosure behaviour, like privacy concerns (Young & Quan-
Haase, 2009; Acquisti & Gross, 2006), locus of control (Lo, 2010), and trust (Dwyer et al., 
2007). 
 
Banks et al. (2010) observed information-sharing behaviour in Social Networking Websites by 
using Protection Motivation Theory and the theory of social influence as a framework. This 
study investigates how Social Networking users have made a mental calculation by trading-off 
the possible vulnerability and severity of the threat with the rewards related to risky online 
behaviour. The results of this study show that rewards offset the effect of perceived severity and 
vulnerability which resulted in a lower threat assessment, which, in turn, led to elevated 
motivation to employ the risky behaviour. Protection Motivation Theory was also used in 
research that examined users‟ attitudes towards password mechanisms. Results show that users 
are currently not motivated to adopt proper password practices. Users do not believe that they 
can stop a hacker from getting into the system. They also believe that somebody getting in could 
not cause them any serious personal harm.  
2.10 Conclusion 
Security technology may be getting more sophisticated, but that does not mean users are more 
aware of security and they are often the last line of defence against viruses and other potentially 




Security is improved more effectively by designing for how users actually behave. In order to 
achieve this, a process of user education in online behaviour could possibly assist to improve 
online security. This chapter discussed the factors that influence online security awareness and 
discussed the model of choice for this study.  This research will investigate whether or not 
demographic (inclusive of factors like employment status, gender, race, language, community) 
play a role in determining online security awareness.  The next chapter describes the research 

























Chapter 3: Research Design and Methodology 
3.1 Introduction 
This exploratory study is based on assessing what the current levels of user awareness of online 
security are and whether demographic factors have an impact on this. The instrument that was 
used for this research was an online survey. 
3.2 Protection Motivation Theory 
The reason for the use of Protection Motivation theory is that, although it is an older model, it 
has been used in other research over the years and has been effective, particularly in the medical 
field (Grindley et al., 2008). According to the Protection Motivation Theory, there are two 
sources of information. These are: environmental and intrapersonal. Environmental sources  
refer to verbal influence and learning by observing. Intrapersonal sources refer to information 
obtained due to prior experience. This information is either an 'adaptive' coping response (i.e. 
the intention to improve one‟s online security practices) or a 'maladaptive' coping response (e.g. 
avoidance, denial “Online threats do not affect me”) (Rogers 1983). Protection Motivation 
Theory (PMT) was originally developed for communicating fear in people. It was later used to 
motivate people to avoid unhealthy behaviour and it is thus applicable to any attitude-change 
behaviour (Rogers 1983). 
 
Information systems research has theories relating to technology adoption. To guide this 
approach, an appropriate framework had to be considered. In the Information Systems 
discipline, there are theories such as Technology Acceptance Model (Davis, 1989), Unified 
Theory of Acceptance Use of Technology (UTAUT) (Venkatesh et al., 2003), and Diffusion of 
Innovation Theory (amongst others) (Rogers, 1995). The Technology Acceptance Model states 
that perceived usefulness and perceived ease of use determine an individual's intention to use a 
system (Davis, 1989). Online security behaviour comprises more than just technology adoption. 
Online security behaviour also includes other behaviours, such as choosing strong passwords, 
identifying and avoiding placing details on phishing websites and being cautious with 
suspicious email attachments. These actions do not involve the adoption of any technology but 
require the user to decide to perform the right actions to prevent data from being lost or 
compromised. For this type of research, Information System theories like the Technology 
Acceptance Model, are not suitable as the primary focus of these models is the adoption of 
technology by users. There has, however, been new research which has showed that there are 
considerable differences between positive technologies (used for designed utilities) and 
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protective technologies (used to avert negative occurrences) (Boon Yuen, Kankanhalli, & Xu, 
2009). Security technologies belong to the category of protective technologies as they are used 
to prevent incidents, such as virus attacks.  
 
The above argument gives the motivation to look for theories that are more suitable for the 
study of the usage of protective technologies. According to recent research, there are similarities 
between protective security behaviour and preventive healthcare behaviour (Boon Yuen et al., 
2009). An example of protective security behaviour would be the use of an alpha-numeric 
password (or a strong password) to prevent someone from accessing a user‟s account. In terms 
of preventative healthcare behaviour, an example would be avoiding smoking to prevent lung 
diseases. Preventive healthcare refers to actions that will extend an individual‟s healthy life or 
decrease the risk of diseases (Jayanti & Burns, 1998).  Protective security behaviour refers to 
actions that will decrease the risk of security occurrences (Boon-Yuen et al., 2009). Both 
involve taking action to prevent an undesirable situation. Success, in terms of protective online 
security, will be achieved when users take action to prevent their information systems being 
compromised. Success, in terms of preventative healthcare, can be regarded as individuals 
taking actions to ensure that they stay healthy and thus avoid diseases. Basically, diseases 
interrupt the normal functioning of an individual‟s body; in the same way, the incidence of 
security threats also interrupt the normal functioning of an individual‟s information system. 
Similarly, computer viruses interrupt the normal functioning of a computer system and 
preventative behaviour will avoid computers getting viruses (i.e. by installing antivirus and/or 
anti spyware software).  
 
Research in the online security domain has made use of Protection Motivation Theory (See 
Chapter 1). In a study by Youn (2005) high school students were surveyed to establish 
teenagers‟ willingness to provide information on the Internet. The study found that the greater 
the perception of risk of information exposure, the less willing students were to provide 
information. What was also found was that when teenagers perceived that the information 
would be more beneficial, they were more likely to disclose information about themselves. In 
another study, Lee and Larsen (2009) applied Protection Motivation Theory to virus protection. 
The findings show that perceived vulnerability, response efficacy and coping self-efficacy 
projected intentions to use virus protection, with self-efficacy being the most powerful variable 
influencing the results. Perceived severity and response efficacy did not influence safety 
intentions. Another study, which involved undergraduate student computer users, showed that 
perceived vulnerability, perceived severity, response efficacy, and response cost impacted upon 
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users‟ behavioural intention to use anti-spyware software as a protective technology 
(Chenoweth et al., 2009).  
3.3 Elements of PMT 
Figure seven, below, shows that each of the elements would result in individuals taking action 
to ensure protective behaviour. Severity looks at the level of harm of the particular unhealthy 
behaviour. Vulnerability refers to the probability that an individual will experience harm from 
the specific behaviour. Response efficacy and self-efficacy come from a coping appraisal, which 
is a component of Protection Motivation Theory (Rogers 1983; Rogers and Prentice-Dunn, 
1997). Response efficacy refers to the belief that carrying out the coping action removes the 
threat. Self-efficacy is the belief that the individual can successfully perform the coping 
response (Rogers 1983). Coping appraisal consists of the individual's review of the response 
efficacy of the suggested behaviour (Rogers and Prentice-Dunn, 1997).   
 
Figure 7: Protection Motivation Theory (Rogers 1983) 




 Self-efficacy (e.g. 'I am confident that I can change my behaviour online so that my 
information is more secure') 
 Severity (e.g. 'Online  threats are dangerous') 
 Vulnerability (e.g. „the  chances of my information being stolen/modified/used  
 against my will are high'). 
 Response effectiveness (e.g. 'changing my online behaviour would help protect my 
information resources') 
Figure eight, below, shows the effect of the above constructs on fear, on attitude and on 
behaviour change.  
 
Figure 8:  Conceptual Framework of PMT (Rogers 1983) (Adapted) 
 
In terms of this research, Protection Motivation will be adapted to help determine whether 
users‟ demographic factors, particularly gender, home language, community and employment 
status, has an impact on their online security awareness. The choice of these factors was based 
on findings of previous studies that showed that they had affected online security awareness. 
Below is a table that shows which studies these are, as well as the demographic factor/s that 
impacted online security awareness.  
 
Table 3: Literature of Factors That Impact Online Security Awareness  
Study Demographic factor affected 
Sheng et al., 2010 Gender, Age 
Milne et al., 2009 Gender, Race, Age, 
Employment status 











Jagatic et al., 2007 Gender 
Kumaraguru et al., 2007 Gender, Age  
Hashim et al., 2009 Gender, Employment status 
 
The level of user online security awareness will also be determined in this research. Figure nine, 
below, is the model based on Protection Motivation Theory that has been adapted for this 
research study.  
 
 
Figure 9:  Conceptual Framework of PMT (Rogers 1983) (Adapted)  
 
3.4 Hypotheses 
Based on the model depicted above (Figure 9) the following hypotheses were derived. The 
variables in these cases were the demographic factors, i.e. race, language, community, gender, 
employment and physical security awareness. The constructs of the model are as stated above: 
self-efficacy, risk severity, vulnerability and response effectiveness. The effects that the 
variables have on the constructs will determine users‟ awareness of online security.  
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If a positive relationship exists between the constructs and the variables, then it can be 
concluded that online security awareness is higher. If there is a negative relationship between 
the constructs and the variables, then it can be concluded that online security awareness is 
lower. According to the literature (Section 2.7.1) race or ethnic background was found in studies 
to be a factor in influencing online security awareness, thus the constructs of protection 
motivation theory will be used to test this variable. Linked to this variable, however, are 
language and community.  
H10: Users‟ race does not influence their online security awareness 
H1A: Users‟ race influences their online security awareness 
H20: Users‟ language does not influence their online security awareness 
H2A: Users‟ language influences their online security awareness 
H30: Users‟ community does not influence their online security awareness 
H3A: Users‟ community influences their online security awareness 
Similarly, according to the literature (Section 2.7.3) gender was found in studies to be a factor in 
influencing online security awareness, thus the constructs of protection motivation theory were 
also used to test this variable. 
H40: Users‟ gender does not influence their online security awareness 
H4A: Users‟ gender influences their online security awareness 
It was also found that employment status did influence online security awareness, according to 
literature (Section 2.7.4). The constructs of protection motivation theory were used to test this 
variable.  
H50: Users‟ employment status does not influence their online security awareness 
H5A: Users‟ employment status influences their online security awareness 
 
3.5 Sample and Method 
The primary sample group for this research is students and young employed adults.  Earlier, it 
was mentioned that the younger generation of users were more net-savvy, although it was 
revealed in a study by Little (2008) that the student population is not overly concerned about 
privacy and security issues. This study concludes that there is a need to develop awareness of 
personal and professional risks due to the huge number of online threats. This age range was 
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chosen for this study because students‟ perceptions were being measured as well as young 
employed adults.  Also, this population was chosen to see if privacy concerns of students at the 
University of KwaZulu-Natal were similar to those in Little‟s (2008) study.  
 
The primary population in this study consisted of young adults from the University of 
KwaZulu-Natal as well as the researcher‟s Facebook and Twitter friends (as well as their 
friends). The target group was young adults. In the South African context, the national youth 
policy defines youth as  people between the ages of 14 and 35 years old (National Youth Policy, 
2009). This sample consisted of people in this age range.  The method that was used was 
surveying, which is the process of performing a study from samples of specific populations. In 
terms of this research, the sample consisted of young adults.  
 
The questionnaire was e-mailed to prospective participants at the University of KwaZulu Natal 
where they could submit it electronically. This survey was mailed to all students, not just 
students with an IT background. For the snowball sample, the survey was sent to the 
researcher‟s Facebook friends and Twitter followers who fitted the criteria. The reason for the 
snowball sample was so that the researcher could gain access to young employed adults.  
 
3.6 How Snowball Sampling through Facebook was Achieved 
According to research, Facebook is a valuable tool for snowball sampling due to its size 
(Bhutta, 2012). Other studies state that the average adult user has 229 friends on their profiles 
(Hampton et al., 2011). When person A posts on person B‟s wall, this post is available to all 
person B‟s friends. In terms of this research, the survey was posted on the researcher‟s wall and 
then shared by people from the researcher‟s friends list on their walls, thus people that the 
researcher did not know had access to the survey. Figure 10, below, shows a post that a friend 
on the researcher‟s Facebook friends list put up. As can be seen, the researcher was tagged in 
the post, thus people from both the individual‟s friends lists would be able to see the post. 
Figure 11, below,  shows a post that the researcher put on Facebook that was shared by another 
person on the researcher‟s friends‟ list to their friends. This created a snowball effect. People on 





Figure 10: Survey Distributed to Researcher and Researcher’s Friends’ Friends on 
Facebook 
 
Figure 11: Survey Distributed to Researcher’s Friends on Facebook and Shared 
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3.7 How Snowball Sampling through Twitter was Achieved 
Twitter was also used to gather data. In this case, the researcher put up the link of the survey on 
the respective Twitter profile thus allowing one of the followers to see it and respond. The post 
with the link was then re-tweeted by the researcher‟s followers on Twitter to all the people on 
their follower lists. This is shown in both figure 12 and figure 13 below.  
 
Figure 12: Survey Distributed by Researcher’s Twitter Followers 
 
Figure 13: Survey Distributed by the Researcher to Her Twitter Followers 
3.8 Questionnaire 
The questionnaire was an online questionnaire. Thus, the users that did not fit the criteria 
(young adults) were not used in the sample and were thus not reflected in the results. This was 
done by excluding the respondents who did not fit the criteria from the spread sheet that was 
imported into SPSS for statistical analysis. This was ensured by not including these responses in 
the analyses, when running the data through SPSS. The questionnaire was e-mailed to 





The table below shows the constructs that make up the questionnaire in detail.  
 




Questions  1-10 
Internet usage 
questions 
Questions 11 – 16 
Perceived severity Email attachments may contain viruses or other malware and care must 
be taken when opening them  
Perceived severity I am concerned about the current state of online security in South 
Africa 
Personal vulnerability I feel safe about placing my credit card details online 
Personal vulnerability I have had my credit card details stolen and used in an online 
transaction 
Personal vulnerability Do you know of anyone else who may have had their credit card or 
card number stolen and used in an online transaction  
Personal vulnerability I keep my property locked at all times as I fear being a victim of crime  
Personal vulnerability I take significant precautions to ensure that my family does not become 
a victim of a crime 
Response 
effectiveness 
I feel that installing anti-virus software will keep my computer safe 
Response 
effectiveness 
I feel that installing anti-Spyware software will keep my computer safe 
Self efficacy Under certain conditions I will give my username and password to a 
friend  
Self efficacy Under certain conditions I will give my username and password to a 
stranger  
Self efficacy I know the difference between a virus and a Trojan  
Self efficacy I would be able to tell if my computer was hacked or infected 
User Awareness I feel that my computer is very secure  
Self efficacy Is the firewall on your computer enabled?  
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Self efficacy Is your computer configured to be automatically updated?  
Self efficacy I know what an email scam is and how to identify one  
Self efficacy My computer has no value to hackers, they do not target me 
Self efficacy I would be comfortable using the Internet to conduct business 
User Awareness How often do you change the password on your computer? 
User Awareness A phishing attack is... 
User Awareness An example of an e-mail scam is.... 
User awareness What it is that you fear most with regards to online banking? 
User awareness What is it that you fear with regard to making online purchases? Select 
all those that apply to you 
User Awareness What is it that you fear with regard to social networking? 
User Awareness I get most of my information about online security from  
User Awareness What is your perception of online security training? 
User Awareness I would like to learn about online security 
User Awareness 
(Privacy)  
Tick each that apply, I provide the following information on social 
networking websites: 
 
3.9 Pilot Study 
The pilot study was carried out during a practical session for a first year module (ISTN100). 
The total number of respondents to the survey was 46. The students were directed to a website 
that allowed them to access the online survey. The pilot was used to test the questionnaire for 
omissions and/or inconsistencies. Those that were found were corrected, before sampling proper 
was started. The pilot results were not used in the final analysis.  
 
3.10 Limitations and Strengths of Design 
There were some limitations that, if eliminated, could have meant that more accurate results 
would have been provided. The major disadvantage of these sampling methods was that there 
was a possibility that the population being studied was not  represented accurately. This 
however, would not have impacted the results significantly as this exploratory study‟s primary 
population group was young adults.  The strength of the convenience sampling technique was 




Also, due to the fact that the researcher  was primarily using participants from their  friends‟ 
lists, this  could have causes bias in the response rate. That stated, the strengths of using the 
snowball sample via Facebook and Twitter made it possible to reach a larger segment of the 


















Chapter 4: Results and Discussion 
4.1 Introduction 
The aims of this exploratory study are to discover the factors that play a role in influencing user 
awareness of online security and the current state of user awareness of online security. These 
results are presented in this chapter as well as  chapters five to seven. 
This chapter will firstly show the age range of respondents and response rate. This will be 
followed by sections on the tests that were used as well as how analysis was performed. This 
will then be followed by a section on how respondents answered, generally, and how the model 
was used. Thereafter, sections on fears regarding online purchasing, online banking and social 
networking will follow. All results for this study were analysed by a statistician (See Appendix 
A).  
4.2 Response Rate 
The online survey ran from April 2012 to June 2012 with a total of 323 respondents. The 
sample included people from a diversity of backgrounds spread evenly across gender and race.  
4.2.1 Age 
The majority of respondents fell into the 18-22 age range; this is due to the fact that most 
individuals who participated in the survey were students. This does have an impact on the study 
as most respondents in this age range are undergraduate students and will not be expected to 





Figure 14: Age Range of Respondents 
 
4.3 How Analyses Were Performed  
As the questions required categorical responses, normality does not apply. Thus normality tests 
and t tests were not performed on the sample. With regard 
 to questions dealing with online security awareness, where the options were „strongly agree‟ to 
„strongly disagree‟ a categorical chi-square goodness of fit test was performed as it was more 
appropriate than a t-test if the distribution of the responses is not normal. This test was 
performed to show whether options were selected equally or not. The chi square goodness of fit 
test is often used by researchers to determine the goodness of fit between theoretical and 
experimental data (Centre for Innovation in Mathematics teaching. n.d).   
 
To view the options presented by the questions discussed refer to the survey provided in 
Appendix F. For all statistical tables refer to Appendix G.  
4.4 General Online Security Awareness 
This section shows the results for the respondents‟ user awareness as a whole. For the question 
“How often do you change your password on your computer?” the results from a chi-square 
goodness-of-fit test show that the response options have not been selected equally (χ
2
 (N = 323, 
4) = 276.489; p < .0005). Specifically significant was that  more of the respondents indicated 
that they seldom change the password on their computers. Twelve per cent  of respondents 











sometimes change their passwords, 36% of respondents stated that they seldom change their 
passwords and 25% of respondents stated that they did not change their passwords at all. From 
this result, it can be deduced that the majority of respondents do not change their passwords 
regularly (Appendix F, question 11). Good password practices include changing one‟s password 
regularly; the general rule of thumb is to change it once every three months (Hartley & Abrams, 
2009).  Therefore, most respondents in this study are not following this practice.  
 
In terms of respondents feeling that their computers were secure, the chi-square shows that 
significantly (p<.0005) most respondents agree or are neutral and fewer are in disagreement 
(Appendix F, question 17). Forty seven per cent of respondents agreed with this statement, 37% 
neither agreed nor disagreed and 16% of respondents disagreed with this statement. Thus, more 
respondents believe that their computers are very secure.   
 
The responses to the user awareness question regarding phishing attacks showed that most 
respondents are not aware of what a phishing attack is as most of them chose the wrong answer 
for it. The question for “a phishing attack is…” had the following three options: 
 is an email masquerading as a message from a trusted source 
 is an attempt to make a computer resource available to its intended users 
 is the art of  manipulating people into performing actions or divulging confidential 
information, rather than by breaking in or using technical cracking techniques 
The first option is the correct definition of phishing, namely, that it is an email masquerading as 
a message from a trusted source (Mailfrontier 2004, Dell Sonicwall 2008, Club Norton 2013). 
The second option is the definition of a denial of service attack, which is an attempt to make a 
computer resource available to its intended users (Solari 2009, Al Islam & Sabrina 2009). The 
third option is the definition for social engineering, which is the art of manipulating people into 
performing actions or divulging confidential information, rather than by breaking in or using 
technical cracking techniques (Hall 2012, Apau 2011).  
 
The chi-square showed that, significantly, (p<.0005) most respondents chose the third option, 
which is the wrong answer to the question. Twenty nine per cent respondents chose the first 
option (which is the correct answer to the question), 17% chose the second option and 54% 
chose the third option. This shows that the majority of respondents are not aware of what a 




The majority of respondents know what an anti-virus is and have it installed on their computers.  
The chi-square showed that significantly (p<.0005) more respondents selected „yes‟ to knowing 
what an anti-virus is and having it installed on their personal computers of respondents stated 
that they have anti-virus software installed on their computers, thirteen per cent stated that they 
do not have anti-virus software installed on their computers, 6% stated that they do not know 
how to tell if anti-virus is installed or not and 2% of respondents stated that they do not know 
what anti-virus software is (Appendix F, question 22).  
4.5 Self-Efficacy of Respondents  
For the question “Under certain conditions I will give my username and password to a friend?” 
the results of the chi-square test show that the selection of response options is not equal. 
Disagreement responses were selected significantly more often than expected (p<.0005). 
Twenty per cent of respondents agreed that they would give their username and password to a 
friend under certain conditions, 20% neither agreed nor disagreed, 60% of respondents 
disagreed with this statement (Appendix F, question 12).  
 
Similarly, strong disagreement was shown for the question “Under certain conditions I will give 
my username and password to a stranger?”  The chi square result indicates a significant strong 
disagreement (p<.0005). Three per cent of respondents stated that they would give their 
username and password to a stranger under certain conditions, 1% of respondents neither agreed 
nor disagreed, and 96% of respondents disagreed (Appendix F, question 13). This shows that in 
terms of password security users are more net-savvy as they claim to protect their passwords. In 
terms of Protection Motivation theory, the construct to which these questions are related in these 
instances is self-efficacy, since the users‟ were in strong disagreement. They recognize that 
revealing their password could result in negative consequences and therefore refrain from it.  
 
Respondents were also confident in their ability to tell if their computer is hacked or has a virus. 
This showed in the results of the question “I would be able to tell if my computer is hacked or 
infected?” which showed a significantly (p<.0005) strong agreement (Appendix F, question 16). 
Forty eight per cent of respondents agreed with this statement, 27% neither agreed nor disagreed 
and 25% of respondents disagreed with this statement. This question shows that users‟ self-
efficacy is high as most of them are confident that they would be able to tell if their computer is 




The majority of respondents know what a firewall is and have it installed on their personal 
computers (Appendix F, question 18).  Sixty one per cent stated that they knew what a firewall 
is and have it installed on their personal computers, 13% did not have it installed on their 
personal computers and 20% did not know what a firewall is. This shows that users‟ self-
efficacy is high as most of them are aware of what a firewall is and make use of it to prevent 
online threats. 
 
In terms of automatic updates, the chi-square test showed that significantly (p<.0005) more than 
expected respondents stated that they have automatic updates configured on their personal 
computers (Appendix F, question 19).  Fifty nine per cent of users stated that they have 
automatic updates configured on their personal computers, 22% stated that they did not have 
automatic updates configured on their personal computers and 19% of users did not know what 
automatic updates were. This shows that users‟ self-efficacy as a whole was high as most of 
them are aware of automatic updates. 
 
There was strong agreement for the question “I know what an email scam is and how to identify 
one.” The chi-square showed that significantly (p<.0005) most of the respondents agreed with 
this statement.  Sixty three per cent of respondents claimed to know what an e-mail scam is and 
how to identify one, 19% neither agreed nor disagreed with this statement and 18% disagreed 
with this statement (Appendix F, question 21). This showed that users‟ self-efficacy was high as 
most of them claimed that they are aware of what an e-mail scam is and how to protect 
themselves and identify such threats.   
 
The majority of respondents stated that they would be comfortable using the Internet to conduct 
business, with 65% agreeing with this statement, 21% neither agreed nor disagreed and 14% 
disagreed with this statement (Appendix F, question 24). The chi square test shows the result as 
significant as (p<.0005).  
4.6 Perceived Severity  
With regard to the question “Email attachments may contain viruses or other malware and care 
must be taken when opening them” results showed significance (p<.0005) for agreement, which 
indicates that most respondents selected „agreement‟ as an option. Seventy six per cent of 
respondents showed agreement with this statement, 16% neither agreed nor disagreed and 9% 
were in disagreement (Appendix F, question 15). This indicates that users do have a level of 
awareness of e-mail viruses and malware. The construct to which this is related in the Protection 
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Motivation Theory model is perceived severity. In this instance, users do realise that care must 
be taken when opening e-mails. This awareness of online threats shows that their perception of 
the severity of these threats is high. 
 
Perceived severity amongst the majority of respondents was high, with 53% of respondents 
being concerned about the state of online security in South Africa and 32% stating that they 
were somewhat concerned. Sixteen per cent of respondents stated that they were not concerned 
with the state of online security in South Africa (Appendix F, question 28). The chi square test 
shows the result as significant as (p<.0005), with most respondents stating that they are 
concerned with the state of online security in South Africa.  
4.7 Personal Vulnerability  
Personal vulnerability was found to be high in one question as the majority of respondents did 
not feel safe about placing their credit card details online. Sixty two per cent of respondents 
stated that they do not feel safe about placing their credit card details online, 18% of 
respondents stated that they did feel safe about putting their credit card details online and 20% 
neither agreed nor disagreed (Appendix F, question 25). The chi-square shows this result to be 
significant as (p<.0005), with more respondents stating that they do not feel safe about placing 
their credit card details online. On the other hand, the majority of respondents stated that they 
would be comfortable using the Internet to conduct business, with 65% agreeing with this 
statement (Appendix F, question 24). So, although they have an interest in using the Internet to 
conduct business, they do not place their credit card details online, possibly due to fears of 
losing their money through online fraud. Another point to note is that the majority of 
respondents are students and therefore might not have access to credit cards.   
 
For the question “I have had my credit card stolen and used in an online transaction”, the 
majority of respondents chose „no‟ (97%) (Appendix F, question 26). The chi square showed 
this to be significant as (p<.0005). The number increases, though, when looking at the results of 
the next question. The results for the question “Do you know of anyone else who may have had 
their credit card or card number stolen and used in an online transaction?” showed that 35% of 
respondents said „yes‟ and 65% said „no‟ (Appendix F, question 27). The chi square showed this 
to be significant as (p<.0005). 
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4.8 Response Effectiveness 
Response Effectiveness was shown to be significantly high (p<.0005) in both questions 
regarding this construct as 69% of respondents agreed that installing anti-virus software will 
keep their computers safe and 56% of respondents agreed that installing anti-spyware software 
will keep their computers safe (Appendix F, question 32 & 33). A possible reason for this 
discrepancy is that respondents possibly did not know what anti-spyware software is. Figure 17, 
below, is a diagram showing a holistic picture of the relationship between the variables and the 










4.9 Fears Regarding Online Purchasing  
In terms of online purchasing fears, the following were found by the chi square test to be 
significant (See Appendix G for p values): 
 Money will be "lost" with no record of where it is and how it got there 
 In the event that a problem arises, you will experience great difficulty proving that you paid 
for a product or a service 
 The Internet might be new to you so there is fear of the unknown 
 Fear of identity theft 
 I have no fears  
Seventy two per cent of respondents stated that they feared that “ money will be "lost" with no 
record of where it is and how it got there. Forty three per cent of respondents stated that they 
feared that “In the event that a problem arises, you will experience great difficulty proving that 
you paid for a product or a service.”  Fifty four per cent of respondents stated that they had fear 
of identity theft. 
Just 12% of respondents stated that “The Internet might be new to you so it is fear of the 
unknown” and only 8% of respondents stated that they had no fears. What was significant here 
was how low the percentages were in terms of  users stating that they have no fears (To view all 
the options for this question refer to Appendix F, question 30). 
4.10 Fears Regarding Online Banking 
In terms of fears regarding online banking, it was found through the chi square test that there 
were some significant fears (See Appendix G for p values). These are: 
 An outsider will be able to access my account details and steal my money 
 The Internet might be new to you so there is fear of the unknown 
 Fear of identity theft 
 Fear of being unsure of your rights or protection if something goes wrong 
 If there is a problem, there will be no way to trace where your money went 
 I have no fears 
 
Fifty eight per cent of respondents stated that one of their fears regarding online banking was 
“An outsider will be able to access my account details and steal my money”. Evidently these 
respondents are wary of hackers accessing their accounts and committing fraud. Forty eight per 
cent of respondents chose the option “If there is a problem there will be no way to trace where 
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your money went”. The respondents who chose this option are not confident about the systems 
in place, for securing their transactions. Thus their fear is directed more towards the systems in 
place than possible outsiders accessing their accounts. Forty three per cent of respondents stated 
that they feared that “In the event that a problem arises you will experience great difficulty 
proving that you paid for a product or a service.” Thirty three per cent of respondents stated that 
they had fear of identity. 
 
For the question “The Internet might be new to you so there is fear of the unknown” just 9% of 
respondents chose this option. This makes sense as everyone in the sample is young adults and 
will have been exposed to the Internet.  Just 9% of respondents chose the option “I have no 
fears”.  What was significant here was how low the percentages were in terms of users‟ stating 
that they have no fears theft (To view all the options for this question refer to Appendix F, 
question 29).  
4.11 Fears Regarding Social Networking 
In terms of social networking, the following were found through the chi square test to be 
significant (See Appendix G for p values): 
 Fear of identity theft 
 Fear of my account being compromised 
 I have no fears 
It was found that 44% of respondents were afraid of their account being compromised. Thirty 
eight per cent of respondents have fear of identity theft. Twenty five per cent stated that they 
have no fears (To view all the options for this question refer to Appendix F, question 31).  
As can be seen from the results above, respondents feared identity theft more in terms of online 
purchasing than social networking. This makes sense as an individual would be at a greater risk 
if their identity was being used fraudulently during an e-commerce transaction than if one of 
their social networking accounts was hacked. An individual is in danger of losing money in an 
online transaction, whereas the individual would not lose any money if their social networking 
account is compromised.  Respondents‟ main fears were where they could potentially lose their 
money. Thus, the percentage of respondents who stated that they have no fears regarding online 
banking and online purchasing was much smaller than the percentage of respondents who stated 
that they have no fears in terms of social networking.  
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4.12 Privacy on Social Networking Websites 
It was found that respondents did reveal a significant amount of personal information on social 
networking websites, as shown in table five below. The chi square test found all to be 
significant (See Appendix G for p values).  
 
 
Cross-tabulations were then performed against this data to show whether demographic factors 
influenced privacy on social networking websites. These results are shown in the chapters that 
follow.   
In terms of where respondents got information on online security, the following were found to 
be significant (See Appendix G for p values):  
 The media 
 Government websites 
 Social networking websites 
 
Sixty two per cent of respondents stated that they got their online security information from the 
media. Only 10% of respondents got information on online security websites via government 
websites (Appendix F, question 35).  In other countries, Government establishments, online 
operators and Internet Service Providers are currently developing educational tools for users. 
The United States, the FTC, the Department of Homeland Security, the Department of 
Commerce, and other government and private sector partners have launched a website and 
education campaign called „OnGuard‟ to help individuals be on guard with regards to Internet 
fraud. The Australian government has also launched an awareness campaign called 
„StaySmartOnline‟ and is a website that offers advice to online users about security issues. The 
website offers practical advice and tips on e-security for home users as well as small businesses 






























81% 75% 35% 12% 67% 23% 67% 64% 43% 7% 
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and families. (StaySmartOnline, 2010). The challenge is that there needs to be a prompt or a 
trigger so that the users look at these websites in the first place (Furnall, 2008).  
 
What was also found was that 34% of respondents got information on online security via social 
networking websites. Many government establishments mentioned above (Stay Smart Online 
and OnGuard), also have pages on Facebook and Twitter. The issue again is that users need to 
know where to go to find this information, thus a prompt or a trigger would be needed to direct 
them to these websites.  
 
In terms of how respondents rated online security training, it was shown that significantly fewer 
respondents rated it as not important (p<.0005). Fifty seven per cent of respondents stated that 
online security training was important, 37% of respondents stated that it was very important and 
7% stated that it was not important (Appendix F, question 36).  
4.13 Conclusion 
This chapter showed the responses of respondents as a whole. The results in this chapter show 
that respondents have high self-efficacy, which means that the majority of individuals in this 
study have high user awareness. The results also show that users‟ personal vulnerability and 
perceived severity is high, which means that they are aware that they should be cautious and 
should refrain from risky online behaviour. Response effectiveness was also shown to be high, 
which means that users do realise that they should take the relevant precautions to be safe 
online. The chapters that follow will show what impact the variables (in this study the variables 














Chapter 5: Race, Language and Community Affect Online 
Security Awareness 
This chapter will firstly show the race demographics of respondents. This will be followed by a 
section on the tests which were used as well as how analysis was performed. This will then be 
followed by a section on how the hypothesis was addressed and how the model was used.  
Race demographics are shown in the figure 15, below.  
 
Figure 15: Race Demographics of Respondents 
5.1 Addressing the Hypothesis 
The main objective of this study is to determine what factors affect users‟ online security 
awareness. According to previous studies, one of these factors is race (Milne 2009).  Using the 
constructs of the Protection Motivation theory model, it will be shown whether or not this 
variable (race) influences online security awareness. The following hypothesis was derived:  
H10: Users‟ race does not influence their online security awareness 























5.2 How Analyses Were Performed  
With regard to analysis between the demographic variables and constructs of the model, cross-
tabulations were performed. The chi-square test of independence, which tests whether a 
significant relationship exists between the two variables, was used for cross-tabulations. Under 
the null hypothesis, the variables are independent (i.e. no relationship). When the conditions for 
a chi-square were not met (e.g. >20% of cells with expected values <5), then Fisher‟s exact test 
was applied. For Fisher‟s exact test  the hypothesis of independence is evaluated between two 
categorical random variables (Springer, 2013). In this chapter, the demographic variable that 
was tested was race.  
5.3 Self-Efficacy (Race) 
In terms of Protection Motivation theory, the results show that self-efficacy was the determining 
factor in users‟ online security awareness for race.  In terms of race, there were also differences 
in self-efficacy in a few of the questions.  
 I know the difference between a virus and a Trojan (Appendix F, question 14) 
 I would be able to tell if my computer is hacked or infected (Appendix F, question 16) 
 I feel that my computer is very secure (Appendix F, question 17) 
 Is the firewall on your computer enabled? (Appendix F, question 18) 
 Is your computer configured to be automatically updated? (Appendix F, question 19) 
 I know what an email scam is and how to identify one (Appendix F, question 21) 
Results for the question “I know the difference between a virus and a Trojan”, showed that 35% 
of Africans stated that they knew the difference, 65% of Indians also responded „yes‟ for this 
question, 85% of whites responded „yes‟ and 60% of coloureds responded „yes‟. This result 
shows that the difference between the gaps in knowledge of the African respondents is much 
higher than in other groups. The chi square test results indicate that significantly (p<.0005) most 
Africans responded „no‟ and Indians and Whites responded „yes‟. This indicates that Indians 
and Whites are more aware of the difference between a virus and a Trojan than Africans. 
 
Results for the statement “I would be able to tell if my computer is hacked or infected” show 
that 46% of Africans were in agreement, 50% of Indians are in agreement, 65% of Whites are in 
agreement and 10% of Coloureds are in agreement. The chi square test indicates that 
significantly (p<.0005) most Africans strongly disagree; most Indians, Coloureds and Other 
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disagree and Whites agree. This indicates that Whites and Indians are more confident than 
Africans and Coloureds about being able to tell whether their computer is hacked or has a virus. 
 
In terms of the responses for the question “Is the firewall on your computer enabled?” the chi 
square test indicated that significantly (p<.0005) most Africans responded „don‟t know‟ and the 
others (Whites and Indians in particular) responded „yes‟. This indicates that Whites and Indians 
have an idea of what a firewall is and possibly have it enabled on their computers. Similarly, for 
the question “Is your computer configured to be automatically updated?” the chi square test 
showed that significantly (p<.0005) most Africans responded “don‟t know” and Indians 
responded “yes”. This indicates that more Indians know what this is and recognize the 
importance of it. It was found that, when comparing both these results, if respondents know 
what a firewall is, their response to the question “Is your computer configured to be 
automatically updated?” was “yes”. 
 
The results show that for the statement “I know what an email scam is and how to identify one” 
significantly (p<.0005) most Africans are either neutral or in disagreement; results for the other 
groups showed significant agreement (Indians, Whites and Other). This indicates that Whites 
and Indians are more confident than Africans and Coloureds about knowing what an e-mail 
scam is and identifying one. 
5.4 Perceived Severity (Race) 
In terms of race, the questions on perceived severity did not yield any significant results. 
Therefore, it can be deduced that this construct did not play a role in determining user security 
awareness.  
5.5 Personal Vulnerability (Race) 
Personal vulnerability was found to be low amongst all race groups. Most respondents stated 
that they would be comfortable to use the Internet to conduct business, although the results 
show that Whites are the most comfortable with conducting business online compared with all 
the other race groups (Appendix F, question 24). The chi square test shows that significantly 
(p<.0005) most Whites agree.   
Personal vulnerability was shown to be high in some cases. For the question “I feel safe about 
placing my credit card details online” (Appendix F, question 25), most respondents do not feel 
safe about placing their credit card details online, as can be seen in the table below. Thirty one 
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per cent of whites were in agreement, followed by 26% of Indians, 23% coloureds and 8% 
Africans. This shows that personal vulnerability amongst Africans is the highest compared with 
all other race groups.  The chi square test shows that significantly (p<.0005) most Africans 
strongly disagree.  A possible reason for this could be that their user awareness is lower than the 
other groups, as stated in the results above. Also, for the question “Do you know of anyone else 
who may have had their credit card or card number stolen and used in an online transaction?” 
(Appendix F, question 27), Whites and Indians responded “yes” more than Africans and 
Coloureds. Forty two per cent of White respondents responded “yes”, 45% of Indian 
respondents responded “yes”, 20% of Coloured respondents responded “yes” and 21% of 
Africans responded “yes”. This result could be attributed to the fact that the Indian and White 
respondents have had more exposure to online purchasing than the African respondents in the 
sample and, therefore, were more aware of online crime incidents. The chi square test shows 
that significantly (p<.0005) fewer than expected Africans selected “yes”. 
5.6 Response Effectiveness (Race) 
Although all race groups had high response effectiveness, some were much higher than others. 
Eighty per cent of African and Coloured respondents agreed that installing anti-virus software 
will keep their computers safe (Appendix F, question 32). Sixty five per cent of Indians agreed 
that installing antivirus software will keep their computers safe while 50% of Whites agreed that 
installing antivirus software will keep their computers safe. Interestingly, 46% of white 
respondents neither agreed nor disagreed that installing anti-virus software will keep their 
computers safe. This is marginally higher than all the other groups‟ responses for this option. 
This could be because the respondents in this group do not want to commit to giving an answer 
to this question or do not really see installing anti-virus software as a fool-proof method for 
protecting their personal computers. 
5.7 Discussion of PMT Model on Race 
Figure 16, below, shows a holistic picture of the relationship between the variables and the 
constructs of the model. Self-efficacy was found to be high amongst Indian and White 
respondents, whilst Africans and Coloureds had low self-efficacy. The difference in user 
awareness, in this case, could be attributed to the differences in socio-economic conditions for 
all groups. African and Coloured respondents could have a lower knowledge base due to less 
exposure to technology than the other two groups, and thus have lower confidence. Personal 
vulnerability amongst all groups was low, as respondents stated that they felt comfortable with 
using the Internet to conduct business. Response effectiveness was found to be high amongst all 
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race groups, but lower amongst white respondents. Why this is the case can be further 
investigated in another study.  
 
 
Figure 16: Protection Motivation Theory Constructs Affect Race (Adapted) 
The results of this study show that race does affect online security awareness. The results of 
these questions show that Indians and Whites have higher self-efficacy than African 
respondents. Therefore, race does affect online security awareness as Indians and Whites were 
found to be more aware of online security than Africans. Thus the null hypothesis was rejected. 
5.8 Fears Regarding Online Purchasing (Race) 
In terms of online purchasing, it was found that most Indian and White respondents had fears 
that “someone else will gain the benefit of the money deposited.” Fifty four per cent of Indians 
answered “yes” to this question, 46% of whites answered “yes”, 37% of Africans answered 
“yes” and 30% of coloureds answered “yes”. Another fear that was identified as significant was 
“In the event that a problem arises you will experience great difficulty proving that you paid for 
a product or a service.” Fifty per cent of Indians responded “yes” to this question, 42% Whites 
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responded “yes”, 33% Africans responded “yes” and 30% of Coloureds responded “yes”. The 
chi square showed significance for both these questions (p<.0005).  There was marked 
disagreement from all the respondents for the statement: “The Internet might be new to you so 
there is fear of the unknown” with 100% of White and Coloured respondents answered “no” to 
this question, 93% of Indian respondents answered “no” and 84% of Africans answered “no” as 
well (To view all the options for this question refer to Appendix F, question 30). 
In terms of where respondents got information on online security awareness, numerous 
respondents chose the option “the media”. Fifty seven per cent of African respondents chose 
this option, 69% of Indian respondents chose this option, 42% of Whites chose this option and 
50% of coloureds chose this option (Appendix F, question 35). The chi square showed 
significance for this question (p<.0005).  
5.9 Privacy on Social Networking Websites (Race) 
In terms of privacy on social networking websites, it was found that significantly fewer Indian 
respondents place their phone numbers on social networking websites than the other race 
groups. Forty four per cent of Africans stated that they have put their phone numbers on social 
networking websites, 47% of Whites stated that they have put their phone numbers on social 
networking websites, 80% of Coloureds stated that have had put their phone numbers on social 
networking websites and 25% of Indians stated that they have put their phone numbers on social 
networking websites. The chi square showed significance for this question (p<.0005). 
Most respondents stated that they would not place their addresses on social networking 
websites, 19% of African respondents responded “yes” to this question, 8% of Indians 
responded “yes” to this question, 8% of Whites responded “yes” to this question and 20% of 
Coloured responded “yes” to this question. Many respondents also stated that they would place 
their e-mail addresses on social networking websites, 56% of Africans responded “yes” to this 
question, 72% of Indians responded “yes” to this question, 81% of Whites responded “yes” to 
this question and 80% of coloureds responded “yes” to this question. As can be seen from this 
result, Africans seem to be more wary about placing their e-mail addresses on social networking 
websites than the other groups. Most of the groups did not want to reveal their work information 
on social networking websites, with 11% of African respondents responding “yes” to this 
question, 28% of Indians responding “yes” this question, 35% of Whites responding “yes” to 
this question and 40% of Coloureds responding “yes” to this question. As can be seen, Africans 
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seem to be the most reluctant about revealing their work information compared with the other 
groups. The chi square showed significance for this question as (p<.0005).  
There were varying responses for the question about whether respondents placed their 
relationship status on social networking websites. Twenty six per cent of African respondents 
stated that they would place their relationship status on social networking websites, 49% of 
Indians stated that they would place their relationship status on social networking websites, 62% 
of whites stated that they would place their relationship status on social networking websites 
and 90% of Coloureds stated that they would place their relationship status on social networking 
websites. The chi square showed significance for this question as (p<.0005). As can be seen 
from all the above questions, the African respondents were less likely to place information 
about themselves on social networking websites. This could mean that they value privacy more 
than the other race groups do (To view all the options for this question refer to Appendix F, 
question 34).  
5.10 Language Effect on Online Security Awareness  
This section will show the language demographics of respondents. Thereafter, the results of the 
analysis of this variable will be presented. The analysis for language was performed in the same 
way that it was performed for the race variable.  
Figure17, below, shows the language demographics of the respondents. As can be seen from the 
figure, the majority of the respondents were English speaking. 
 























































































5.11 Self-Efficacy (Language) 
In terms of language it was shown that English and Afrikaans speaking people had the highest 
self-efficacy from all of the groups. Although this was found for this exploratory study and the 
numbers of Afrikaans and Xhosa speaking people in the sample were too small to draw 
adequate conclusions. This was shown for the following questions: 
 I know the difference between a virus and a Trojan (Appendix F, question 14) 
 Is the firewall on your computer enabled? (Appendix F, question 18) 
 Is your computer configured to be automatically updated? (Appendix F, question 19) 
 I know what an email scam is and how to identify one (Appendix F, question 21) 
The results for the question “I know the difference between a virus and a Trojan”, show that 
65% of English speaking people stated that they knew the difference, 30% of Zulu speaking 
respondents also answered “yes” for this question, 38% of Xhosa speaking people answered 
“yes” and 83% of Afrikaans speaking respondents answered “yes”. This result shows that the 
difference between the gaps in knowledge of the Zulu and Xhosa speaking respondents is much 
higher than other groups. The chi square test results indicate that, significantly (p<.0005) most 
Zulu and Xhosa speaking people answered “no” and English and Afrikaans speaking people 
responded “yes”. This indicates that English and Afrikaans speaking respondents are more 
aware of the difference between a virus and a Trojan than the Zulu and Xhosa speaking groups. 
In terms of the responses for the question “Is the firewall on your computer enabled?” the chi 
square test indicated that significantly (p<.0005) most Zulu and Xhosa respondents responded 
“don‟t know” and the other groups (English and Afrikaans speaking) responded “yes”. This 
indicates that the English and Afrikaans speaking groups know what a firewall is and have it 
enabled on their computers. Similarly, for the question “Is your computer configured to be 
automatically updated?” the chi square test showed that significantly (p<.0005) most Zulu and 
Xhosa respondents responded “don‟t know” or “no”, while English and Afrikaans speaking 
respondents answered “yes”. This indicates that more English and Afrikaans speaking 
respondents knew what this was and recognized the importance of it. It was found that when 
comparing both these results that, if respondents knew what a firewall is, their response to the 
question “Is your computer configured to be automatically updated?” was “yes”.  
The results show that for the question “I know what an email scam is and how to identify one” 
that significantly (p<.0005) more English and Afrikaans speaking people are in agreement than 
Zulu and Xhosa speaking respondents. This indicates that English and Afrikaans speaking 
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respondents were more confident than Zulu and Xhosa speaking respondents about knowing 
what an e-mail scam is and identifying one. 
5.12 Perceived Severity (Language) 
Perceived severity was shown to be significantly high amongst all language groups (p<.0005). 
As shown in the question “Email attachments may contain viruses or other malware and care 
must be taken when opening them”, 81% of English speaking respondents agreed with this 
statement, 61% of Zulu speaking respondents agreed with this statement, 63% of Xhosa 
speaking people agreed with this statement, 100% of Afrikaans speaking people agreed with 
this statement and 89% of respondents from the “Other” group agreed with this statement 
(Appendix F, question 15)..  
5.13 Personal Vulnerability (Language) 
Personal vulnerability was shown to be high in some cases. For the question “I feel safe about 
placing my credit card details online”, most respondents did not feel safe about placing their 
credit card details online. Twenty four per cent of English speaking respondents were in 
agreement, followed by 9% of Zulu speaking respondents, 13% of Xhosa speaking respondents 
and 33% Afrikaans speaking respondents (Appendix F, question 25). This shows that personal 
vulnerability amongst Zulu and Xhosa speaking respondents was the highest compared with all 
the other language groups.  The chi square test shows that significantly (p<.0005) most Zulu and 
Xhosa speaking respondents strongly disagree.  A possible reason for this could be that their 
user awareness is lower than the other groups, as stated in the results above. Also, for the 
question “Do you know of anyone else who may have had their credit card or card number 
stolen and used in an online transaction?” significantly (p<.0005)  more English and Afrikaans 
speaking people answered “yes” than Xhosa and Zulu speaking people. Forty two per cent of 
English speaking respondents answered “yes”, 83% of Afrikaans speaking respondents 
answered “yes”, 13% of Xhosa speaking respondents answered “yes” and 22% of Zulu speaking 
respondents answered “yes” (Appendix F, question 27). This result could be attributed to the 
fact that the English and Afrikaans speaking respondents had more exposure to online 
purchasing than the Zulu and Xhosa speaking respondents in the sample and therefore were 




5.14 Response Effectiveness (Language) 
All language groups had high response effectiveness. The results show that 64% of English 
speaking respondents agreed that installing antivirus software will keep their computers safe. 
Eighty per cent of Zulu speaking respondents agreed that installing antivirus software will keep 
their computers safe. Seventy five per cent of Xhosa speaking respondents agreed that installing 
anti-virus software will keep their computers safe while 67% of Afrikaans speaking respondents 
agreed that installing antivirus software will keep their computers safe (Appendix F, question 
32). Interestingly, a higher number of Zulu and Xhosa respondents agreed with this statement 
than English and Afrikaans speaking respondents. This could be because some of these 
respondents do not really see installing anti-virus software as a fool-proof method for protecting 
their personal computers. 
5.15 Discussion of PMT model on Language 
Figure 18, below, shows a holistic picture of the relationship between the variables and the 
constructs of the model. Self-efficacy was found to be high amongst the English and Afrikaans 
speaking respondents, whilst Zulu and Xhosa speaking respondents had low self-efficacy. The 
difference in user awareness in this case could be attributed to the differences in socio-economic 
conditions for all groups. Zulu and Xhosa speaking respondents could have a lower knowledge 
base due to less exposure to technology than the other two groups, and thus have lower 
confidence. Personal vulnerability and perceived severity amongst all groups was high, which 
means that they were wary of placing their information online. Response effectiveness was 
found to be high amongst all language groups, meaning that respondents from all groups did 





Figure 18: Protection Motivation Theory Constructs Effect Language (Adapted) 
 
5.16 Fears Regarding Online Purchasing (Language) 
In terms of online purchasing, it was found that one of the most significant fears was “In the 
event that a problem arises you will experience great difficulty proving that you paid for a 
product or a service”.  Forty seven per cent of English speaking respondents responded “yes” to 
this question, 50% of Afrikaans speaking respondents responded “yes” to this question, 31% of 
Zulu speaking respondents responded “yes” to this question and 38% of Xhosa speaking 
respondents responded “yes” to this question. There was marked disagreement from all the 
respondents for the statement: “The Internet might be new to you so there is fear of the 
unknown” with 100% of White and Coloured respondents answering “no” to this question, 94% 
of English speaking respondents answering “no”, 86% of Zulu speaking people answering “no”, 
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88% of Xhosa speaking people answering “no” and 100% of Afrikaans speaking respondents 
answering “no” as well (To view all the options for this question refer to Appendix F, question 
30). The chi square showed significance for both these questions (p<.0005). 
5.17 Privacy on Social Networking Websites (Language) 
In terms of privacy on social networking websites, it was found that significantly (p<.0005) 
fewer English and Xhosa speaking respondents place their phone numbers on social networking 
websites than the other language groups. Twenty nine per cent of English speaking respondents 
stated that they had put their phone numbers on social networking websites, 49% of Zulu 
speaking respondents stated that they had put their phone numbers on social networking 
websites, 13% of Xhosa speaking respondents stated that they had put their phone numbers on 
social networking websites and 50% of Afrikaans speaking respondents stated that they had put 
their phone numbers on social networking websites. The chi square showed significance for this 
question (p<.0005). 
Most respondents stated that they would not place their addresses on social networking 
websites.  Nine per cent of English speaking respondents answering “yes” to this question, 22% 
of Zulu speaking respondents answering “yes” to this question, 25% of Xhosa speaking 
respondents answering “yes” to this question and 0% of Afrikaans speaking respondents 
answering “yes” to this question. Many respondents also stated that they would place their e-
mail addresses on social networking websites. Seventy one per cent of English speaking 
respondents responded “yes” to this question, 58% of Zulu speaking respondents responded 
“yes” to this question, 25% of Xhosa speaking respondents responded “yes” to this question and 
100% of Afrikaans speaking respondents responded “yes” to this question. As can be seen from 
this result, Zulu and Xhosa speaking respondents seem to be more wary about placing their e-
mail addresses on social networking websites than the other groups. The chi square showed 
significance for both these questions as (p<.0005).  
Most of the groups did not want to reveal their work information on social networking websites, 
with 72% of English respondents stating no to this question, 89% of Zulu speaking respondents 
answering “no” this question, 88% of Xhosa speaking respondents answering “no” to this 
question and 67% of Afrikaans speaking respondents answering “no” to this question. As can be 
seen, Zulu and Xhosa speaking respondents seem to be the most reluctant about revealing their 
work information compared to the other groups. The chi square shows significance for this as 
(p<.0005). There were varying responses for the question about whether respondents placed 
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their relationship status on social networking websites. Fifty two per cent of English speaking 
respondents stated that they would place their relationship status on social networking websites, 
25% of Zulu speaking respondents stated that they would place their relationship status on 
social networking websites, 38% of Xhosa speaking respondents stated that they would place 
their relationship status on social networking websites and 50% of Afrikaans speaking 
respondents stated that they would place their relationship status on social networking websites. 
The chi square showed significance for this question as (p<.0005). As can be seen from all the 
above questions, the Zulu and Xhosa speaking respondents were less likely to place information 
about themselves on social networking websites. This could mean that they value privacy more 
than the other language groups do (To view all the options for this question refer to Appendix F, 
question 34) .  
5.18 Community Effect on Online Security Awareness  
This section will show the community demographics of respondents. Below are the definitions 
of each community segment: 
 Urban areas: Can be defined in the South African context as places that have some 
system of local authority (Demographic Yearbook, 2005). 
 Semi urban areas: Exhibits characteristics of both rural and urban areas (Collins, 2013). 
 Rural areas: These are areas outside of cities and towns (Worldnetweb, 2013).  
Thereafter, the results of the analysis of this variable will be presented. The analysis for the 
community variable was performed in the same way that it was performed for the race and 
language variables.  
Figure 19, below, shows the community demographics of the respondents. As can be seen from 




Figure 19: Community Demographics of Respondents 
 
5.19 General Online Security Awareness (Community) 
This section shows the results for the respondents‟ user awareness as a whole. Specifically 
significant was that more of the respondents indicated that they seldom change the password on 
their computers.  Fourteen per cent of respondents from urban communities stated that they 
change their passwords regularly, 6% of respondents from semi urban communities stated that 
they change their passwords regularly and 4% of respondents from rural communities stated that 
they regularly change their passwords (Appendix F, question 11). From this result it can be 
deduced that the majority of respondents do not change their passwords regularly. The chi 
square shows significance for this as (p<.0005). 
 
The user awareness question regarding phishing attacks showed that most respondents were not 
aware of what a phishing attack is, as most of them chose the wrong answer for it. Although it 
was found that more respondents from urban communities chose the right answer for it than the 
other two communities. The chi-square showed that significantly (p<.0005) most respondents 
chose the third option, which is the wrong answer to the question. Twenty nine per cent of 
respondents from urban communities chose the first option (which is the correct answer to the 
question), 23% of respondents from semi-urban communities chose the first option and 31% of 
respondents from rural communities chose the first option (Appendix F, question 20/Chapter 4, 































although it is interesting to note that more respondents from rural areas knew what a phishing 
attack was than respondents from urban and semi urban communities.  
5.20 Self-Efficacy (Community) 
In terms of community lived in, it was shown that respondents from urban areas had the highest 
self-efficacy from all of the groups. This was shown for the following questions: 
 I know the difference between a virus and a Trojan (Appendix F, question 14) 
 Is the firewall on your computer enabled? (Appendix F, question 18) 
 Is your computer configured to be automatically updated?  (Appendix F, question 19) 
 I know what an email scam is and how to identify one (Appendix F, question 21) 
The results for the question “I know the difference between a virus and a Trojan”, show that 
60% of respondents who live in urban areas knew the difference, 54% of respondents who live 
in semi-urban areas also answered “yes” for this question, 23% of respondents living in rural 
areas answered “yes”. This result shows the difference between the gaps in knowledge of 
respondents who live in rural areas compared with respondents in the other groups. The chi 
square test results indicate that significantly (p<.0005) respondents from rural areas answered 
“no” and respondents from urban and semi urban areas responded “yes”. This indicates that 
respondents from urban and semi-urban areas were more aware of the difference between a 
virus and a Trojan than respondents from rural areas. When this question was cross-tabulated 
with “a phishing attack is…”, results showed that 80% of respondents from urban communities 
who did not know the difference between a virus and a Trojan, chose the wrong answer for the 
question “a phishing attack is…”.  
In terms of the responses for the question “Is the firewall on your computer enabled?” the chi 
square test indicated that significantly (p<.0005) most respondents from rural areas responded 
“don‟t know” and the other groups (urban and semi urban) responded “yes”. This indicates that 
the respondents from urban and semi-urban areas know what a firewall is and have it enabled on 
their computers. Similarly, for the question “Is your computer configured to be automatically 
updated?” the chi square test showed that significantly (p<.0005) most respondents from rural 
communities responded “don‟t know” or “no”, while respondents from urban and semi urban 
communities answered “yes”. This indicates that more respondents from urban and semi-urban 
communities know what this is and recognized the importance of it. It was found that, when 
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comparing both these results, that if respondents know what a firewall is, their response to the 
question “Is your computer configured to be automatically updated?” was “yes”.  
The results show that for the question “I know what an email scam is and how to identify one” 
that significantly (p<.0005) more respondents from urban and semi-urban communities are in 
agreement than respondents from rural communities. This indicates that respondents from urban 
and semi-urban communities were more confident than respondents from rural communities 
about knowing what an e-mail scam is and identifying one. 
5.21 Perceived Severity (Community) 
The questions on perceived severity in terms of community did not yield any significant results. 
Therefore, it can be deduced that this construct did not play a role in determining user security 
awareness in terms of community. 
5.22 Personal Vulnerability (Community) 
Personal vulnerability was shown to be high in some cases. For the statement “I feel safe about 
placing my credit card details online”, most respondents did not feel safe about placing their 
credit card details online. Twenty two per cent of respondents from urban communities were in 
agreement, followed by 8% of respondents from semi-urban communities and 4% of 
respondents from rural communities (Appendix F, question 25). This shows that personal 
vulnerability amongst respondents from semi-urban and rural communities was higher than 
amongst respondents from urban communities.  The chi square test shows that significantly 
(p<.0005) most respondents from semi-urban and rural communities disagree. 
5.23 Response Effectiveness (Community) 
Although all groups had high response effectiveness, some were much higher than others. Sixty 
six per cent of respondents from urban areas agreed that installing anti-virus software will keep 
their computers safe. Sixty four per cent of respondents from urban areas agreed that installing 
anti-virus software will keep their computers safe, while 83% of respondents from rural 
communities agreed that installing anti-virus software will keep their computers safe (Appendix 




5.24 Discussion of PMT model on Community 
Figure 20, below, shows a holistic picture of the relationship between the variables and the 
constructs of the model. Self-efficacy was found to be high amongst the respondents from urban 
and semi-urban communities, whilst respondents from rural communities have low self-
efficacy. The difference in user awareness in this case could be attributed to the differences in 
socio-economic conditions for all groups. Respondents from rural communities could have a 
lower knowledge base due to less exposure to technology than the other two groups, and thus 
have lower confidence. Personal vulnerability was found to be high among respondents from 
semi-urban and rural communities, which means that they were wary of placing their 
information online. Response effectiveness was found to be high amongst all community 
groups, meaning that respondents from all these groups did realise that they should take the 





Figure 20: Protection Motivation Theory Constructs Effect Community (Adapted) 
 
5.25 Fears Regarding Online Purchasing (Community) 
In terms of online purchasing, a fear that was identified as significant was “In the event that a 
problem arises, you will experience great difficulty proving that you paid for a product or a 
service”.  Forty four per cent of respondents from urban communities answered “yes” to this 
question, 52% of respondents from semi-urban communities responded “yes” to this question 
and 20% of respondents from rural communities responded “yes” to this question. Interestingly, 
respondents from rural communities did not seem to fear this.  The chi square showed 
significance for this question (p<.0005).  There was marked disagreement from all the 
respondents for the statement “The Internet might be new to you so there is fear of the 
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unknown” with 94% of respondents from urban communities answering “no” to this question, 
90% of respondents from semi urban communities answered “no” and 81% of respondents from 
rural communities answered “no” as well (To view all the options for this question refer to 
Appendix F, question 30). 
5.26 Privacy on Social Networking Websites (Community) 
In terms of privacy on social networking websites, it was found that most respondents from all 
groups placed their real names and surnames on social networking websites. Eighty eight per 
cent of respondents from urban communities stated that they place their real names and 
surnames on social networking websites. Eighty seven per cent of respondents from semi-urban 
communities stated that they would place their real names and surnames on social networking 
websites and 62% of respondents from rural communities stated that they would place their real 
names and surnames on social networking websites. This result shows that respondents from 
rural communities are more reluctant to place their real names and surnames on social 
networking websites than the other groups.  The chi square showed significance for this 
question (p<.0005). 
Most respondents stated that they would not place their addresses on social networking 
websites. Ten per cent of respondents from urban communities answered “yes” to this question, 
14% of respondents from semi urban areas answered “yes” to this question and 22% of 
respondents from rural areas answered “yes” to this question. Many respondents also stated that 
they would place their e-mail addresses on social networking websites. Seventy per cent of 
respondents from urban communities responded “yes” to this question, 63% of respondents 
from semi-urban communities responded “yes” to this question and  46% of respondents from 
rural communities responded “yes” to this question. As can be seen from this result, respondents 
from rural communities seem to be more wary about placing their e-mail addresses on social 
networking websites than the other groups.  
Most of the groups did not want to reveal their work information on social networking websites, 
with 26% of respondents from urban communities answering “yes” to this question, 14% of 
respondents from semi-urban communities answered “yes” this question and 8% of respondents 
from rural communities answered “yes” to this question. As can be seen, respondents from rural 
communities seem to be the most reluctant about revealing their work information on social 
networking websites compared with the other groups. The chi square showed significance for 
this question as (p<.0005).  
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In terms of education information on social networking websites, respondents from urban and 
semi-urban communities revealed their education information on social networking websites. 
Sixty six per cent of respondents from urban communities stated that they would reveal their 
education information on social networking websites. 67% of respondents from semi-urban 
communities stated that they would reveal their education information online and 38% of 
respondents from rural communities stated that they would reveal their education information 
online.  As can be seen, respondents from rural communities seem to be the most reluctant 
about revealing their education information on social networking websites, compared with the 
other groups. The chi square showed significance for this question as (p<.0005).  
There were varying responses for the question about whether respondents placed their 
relationship status on social networking websites. Forty seven per cent of respondents from 
urban communities stated that they would place their relationship status on social networking 
websites, 38% of respondents from semi-urban communities stated that they would place their 
relationship status on social networking websites and 20% of respondents from rural 
communities stated that they would place their relationship status on social networking 
websites. The chi square showed significance for this question as (p<.0005). As can be seen 
from all the above questions, the respondents from rural communities were less likely to place 
information about themselves on social networking websites. This could mean that they value 
privacy more than the other communities (To view all the options for this question refer to 
Appendix F, question 34) .  
5.27 Conclusion 
The above results show that race, community and possibly language have an effect on online 
security awareness. Thus, the null hypotheses were rejected in all these cases. The results of the 
study show that the awareness level of the African population group, in terms of online security 
awareness, is not as high as it was for other sectors. It was also found that language and 
community play a role in determining online security awareness. It is recommended that this 
type of study be expanded to determine reasons why this might be the case for all the above 







Chapter 6: Gender Affect Online Security Awareness 
This chapter will show the gender demographics of respondents. This will be followed by a 
section on the tests which were used as well as how the analysis was performed. This will then 
be followed by a section on how the hypothesis was addressed and how the model was used.  
 
The results of this study show that 58% of respondents were male and 42% were female.  
6.1 Addressing the Hypothesis 
The main objective of this study was to determine what factors affected users‟ online security 
awareness. From previous studies, one of the factors that were shown to influence online 
security awareness is gender (Kumaraguru et al., 2007, Jagatic et al., 2007, Milne 2009, Sheng, 
2009). Using the constructs of the Protection Motivation theory model, it will be shown whether 
or not this variable (gender) influences online security awareness. The following hypothesis was 
derived:  
H40: Users‟ gender does not influence their online security awareness 
H4A: Users‟ gender influences their online security awareness 
6.2 How Analyses Were Performed  
With regard to analysis between the demographic variables and constructs of the model, cross-
tabulations were performed. The chi-square test of independence was used for cross-tabulations. 
It tests whether a significant relationship exists between the two variables. Under the null 
hypothesis, the variables are independent (i.e. no relationship). When the conditions for a chi-
square were not met (e.g. >20% of cells with expected values <5), then Fisher‟s exact test was 
applied. In this chapter, the demographic variable tested was gender.  
6.3 General Online Security Awareness 
The user awareness question “A phishing attack is…”, showed that females and males answered 
similarly, with slightly more male respondents getting the answer to this question correct 
(Appendix F, question 20/Chapter 4 Pg. 42).  The chi square test shows that significantly 
(p<.0005) more than expected females and males selected the third option. The third option is 
the wrong option, which indicates that both genders in the study are not aware of what a 
phishing attack is.  The majority of respondents answered this question incorrectly, with just 





The results of the questions related to self-efficacy, in terms of the Protection Motivation 
Theory Model, show that self-efficacy amongst males is higher than among females. This links 
to the literature where some studies found that females were more susceptible to online attacks 
than males (Sheng et al., 2010).  
 
In terms of Protection Motivation theory, results showed that self-efficacy is the determining 
factor in users‟ online security awareness for gender.  In this study, self-efficacy refers to a 
user's knowledge regarding online security, which works as a factor in determining his/her 
online security awareness. In terms of gender, in at least five instances, males showed higher 
self-efficacy than females. This was in terms of the following questions:  
 
• I know the difference between a virus and a Trojan  (Appendix F, question 14) 
• I would be able to tell if my computer is hacked or infected (Appendix F, question 
16) 
• Is the firewall on your computer enabled? (Appendix F, question 18) 
• Is your computer configured to be automatically updated? (Appendix F, question 
19) 
• I know what an email scam is and how to identify one (Appendix F, question 21) 
• My computer has no value to hackers, they do not target me (Appendix F, question 
23) 
In terms of the significance results for the question “I know the difference between a virus and a 
Trojan”, the chi square test showed that significantly (p<.0005) more males responded “yes” 
and females responded “no”. Sixty nine per cent of males claimed to know the difference 
between a virus and a Trojan as opposed to 37% of females who stated that they knew the 
difference. This indicates that more males than females are confident about knowing the 
difference between the two.  
 
In terms of the next question “I would be able to tell if my computer is hacked or infected?” The 
chi square test shows that significantly (p<.0005) more males are in agreement than females 
who are not in agreement. Sixty one per cent of males agreed with this statement as opposed to 
31% of females who agreed with this statement. This again indicates that males are more 
confident than females about being able to tell whether their computer is hacked or has a virus. 
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When asked “Is the firewall on your computer enabled?” 73% of males answered “yes” while 
60% of females answered “yes”. Fourteen per cent of males answered “no”, while 12% of 
females answered “no”. Thirteen per cent of males stated that they do not know what a firewall 
is, while 28% of females stated that they do not know what a firewall is. There is a big gap 
between male respondents knowing what a firewall is and female respondents knowing what a 
firewall is. Also, when compared with the question “Is your computer configured to be 
automatically updated?” 64% of male respondents answered “yes”, while 53% of females 
answered “yes”. Twenty six per cent of males answered “no”, while 17% of females answered 
“no”. Ten per cent of male respondents chose the option “don‟t know”, while 30% of female 
respondents chose this option. What can be seen, when looking at the results of these two 
questions, is that if respondents knew what a firewall was then generally they seemed to be 
aware of automatic updates. For the question “Is the firewall on your computer enabled?” the 
chi square test showed that significantly (p<.0005) more than the expected number of females 
do not know what a firewall is. This indicates that more males know what a firewall is and have 
it enabled on their computers.  
 
For the question “Is your computer configured to be automatically updated?” the chi square test 
showed that significantly (p<.0005) more than the expected number of females do not know if 
their computers are configured to be automatically updated. This indicates that more males 
know what this is and recognize the importance of it. 
 
A significantly higher number of male respondents stated that they know what an e-mail scam is 
and how to identify one. Seventy five per cent of males claimed that they know what an e-mail 
scam is and how to identify one, compared with 47% of females who claimed that they know 
what an e-mail scam is and how to identify one. The chi square test shows that significantly 
(p<.0005) more males are in agreement than females who are not in agreement.   
 
There was significant disagreement (p<.0005) amongst males shown for the question “My 
computer has no value to hackers; they do not target me”. Forty per cent of males disagreed 
with this statement as opposed to 24% of female respondents. Twenty nine per cent of males 
neither agreed nor disagreed, while 46% of females neither agreed nor disagreed. Thirty one per 
cent of males agreed with the statement and 30% of females agreed with the statement.  
 
For all the above questions, males answered in the affirmative in more instances than female 
respondents. This showed that they are more confident in their ability to identify e-mail scams 
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and tell whether their computers have been hacked or infected. Also, more males know what the 
difference between a Virus and a Trojan is and are aware of what a phishing attack is. A further 
cross-tabulation between these two questions showed that 57% of males in the sample who 
know the difference between a virus and a Trojan also (60%) know what a phishing attack is. 
These results show that the male respondents in this study showed a higher self-efficacy than 
the female respondents.  
6.5 Perceived Severity 
Perceived severity amongst both males and females was high. Forty nine per cent of males 
stated that they were concerned with the current state of online security in South Africa, 21% of 
males were not concerned about the current state of online security in South Africa and 30% 
stated that they were somewhat concerned about the current state of online security in South 
Africa. Fifty eight per cent of females stated that they were concerned with the current state of 
online security in South Africa, 8% of females were not concerned about the current state of 
online security in South Africa and 34% stated that they were somewhat concerned about the 
current state of online security in South Africa (Appendix F, question 28). Thus, perceived 
severity seemed to be higher amongst the female respondents than the male respondents. This 
means that more female respondents were concerned about the current state of online security in 
South Africa than male respondents. This shows that, although females have a lower self-
efficacy, their perceived severity is higher. With the male respondents, their self-efficacy is 
higher but their perceived severity is lower than the female respondents.    
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6.6 Personal Vulnerability 
Personal vulnerability was higher amongst female respondents than male respondents. Seventy 
per cent of males agreed that they would be comfortable to use the Internet to conduct business, 
while 58% of females agreed that they would be comfortable to use the Internet to conduct 
business. Seventeen per cent of males neither agreed nor disagreed, while 27% of females 
neither agreed nor disagreed. Thirteen per cent of males disagreed, while 11% of females 
disagreed (Appendix F, question 24). The chi square test shows that significantly (p<0.005) 
more males are in agreement and females are not in agreement.  
6.7 Response Effectiveness 
The questions on response effectiveness in terms of gender did not yield any significant results. 
Therefore, it can be deduced that this construct did not play a role in determining user security 
awareness in terms of gender.  
6.8 Discussion of PMT Model on Gender 
Figure 21, below, is a diagram that shows a holistic picture of the relationship between the 
variables and the constructs of the model. Self-efficacy amongst males was high, whilst it was 
low amongst females. It was found that self-efficacy linked directly to user awareness, as it 
seemed that respondents who had knowledge regarding online security also seemed to possess a 
higher self-efficacy than users who did not. Personal vulnerability was found to be high in 
females; this could be attributed to the fact that their awareness and knowledge level was lower 
than the male respondents. Thus their fear regarding online security would be greater as they do 
not possess the ability to secure themselves online. Personal vulnerability amongst male 
respondents was low; this could be attributed to the fact that they are confident about being able 
to protect themselves as they believe that they possess the knowledge to do so. Perceived 






Figure 21: Protection Motivation Theory Constructs Affect Gender (Adapted) 
 
6.9 Privacy on Social Networking Websites  
In terms of privacy on social networking websites it was found that significantly more males 
placed their phone numbers on these websites than females. 43% of males stated that they had 
placed their phone numbers on these websites, while 27% females stated that they had placed 
their phone numbers on these websites. The chi square test shows that significantly (p<0.005) 
more males than females have answered yes to this question (To view all the options for this 
question refer to Appendix F, question 34). 
 
6.10 Online Security Information and Training Importance 
In terms of where respondents got their information on online security, 72% of females named 
“the media” compared with 54% of males who chose this option. The chi square test showed 
that significantly (p<0.005) more females than males chose this option. With regard to online 
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security training, it was found that both males and females found it important. Fifty one per cent 
of males stated that it was important while 67% of females stated that it was important. Forty 
per cent of males stated that it was very important, while 32% of females stated it was very 
important. The chi square showed that significantly (p<0.005) few male and female respondents 
view online security training as “not important”. Ten per cent of males stated that it was not 
important and 2% of females stated that it was not important (Appendix F, question 36). 
 
6.11 Conclusion 
The above results show that males are more aware of online security than females, thus gender 
does affect online security awareness. Thus, the null hypothesis is rejected. As shown in the 
results, male respondents had high self-efficacy, thus having higher awareness of online security 
than female respondents. In addition, female respondents had higher personal vulnerability than 
male respondents, which showed that male respondents, who had a higher awareness of online 
security, were less cautious online than female respondents. The next chapter will look at the 


















Chapter 7: Employment Status Affect Online Security 
Awareness 
 
This chapter will show the employment demographics of respondents. This will be followed by 
a section on the tests which were used as well as how the analysis was performed. This will then 
be followed by a section on how the hypothesis was addressed and how the model was used.  
Employment demographics are shown in the figure below. As can be seen, the majority of 
respondents were students. The employed respondents were obtained from the snowball 
sampling technique through Facebook and Twitter. Although this was found for this exploratory 
study and the numbers of self-employed and unemployed respondents in the sample were too 
small to draw adequate conclusions. 
 
Figure 22: Employment Demographics of Respondents 
 
7.1 Addressing the Hypothesis 
The main objective of this study was to determine what factors affect users‟ online security 
awareness. From previous studies, one of the factors that were shown to influence online 
security awareness is employment status (Milne et al., 2009).  Using the constructs of the 
Protection Motivation theory model, it will be shown whether or not this variable (employment 













H10: Users‟ employment status does not influence their online security awareness 
H1A: Users‟ employment status influences their online security awareness 
H10: Users‟ employment status does not influence their online security awareness 
H1A: Users‟ employment status influences their online security awareness 
7.2 How Analyses Were Performed  
The results of this study show that employment status does affect online security awareness. 
This was to be expected as the literature states that most security training is done in the 
organizational dimension (Siponen, 2001). In order to address the hypotheses, cross-tabulations 
have been  made and the chi-square test of independence was performed. 
When the conditions for a chi-square were not met (e.g. >20% of cells with expected values <5), 
then Fisher‟s exact test was applied. In this chapter, the demographic variable that was tested 
was employment status.  
7.3 User Awareness 
The password protection question showed a difference in response rates between employed 
respondents and student respondents. As can be seen from the table below, employed 
respondents changed their passwords a great deal more often than all other respondents. This 
could, however, be due to these respondents having to change their passwords regularly with the 
systems they work with. The chi square shows that this result is significant as (p<.0005). 
Table 6: Employment Status Effects Password Change Behaviour 
 
How often do you change the password on your computer?  
Total Regularly Sometimes Seldom Not at all 
  Employed 26% 29% 29% 16% 100% 
 Unemployed 8% 0% 33% 58% 100% 
 Self-
employed 
0% 25% 38% 37% 100% 




In terms of knowing what a phishing attack is, most respondents from all categories chose the 
wrong option. The correct option was option one, although the majority of respondents chose 
option three (Appendix F, question 20/Chapter 4, Pg. 42).  The chi square test shows that 
significantly (p<.0005) more employed respondents knew what a phishing attack was than 
student respondents.  Thirty nine per cent of employed respondents chose the correct option, 
25% of unemployed respondents chose the correct option, 50% of self-employed respondents 
chose the correct option and 23% of student respondents chose the correct option.   This shows 
that more employed and self-employed respondents know what a phishing attack is compared 
with students in the sample. Although the big concern here is that user awareness across all 
groups in terms of this question is still low.  
7.4 Self-Efficacy 
In terms of Protection Motivation theory, the results show that self-efficacy is the construct that 
was a determining factor in users‟ online security awareness for employment status.  Similarly, 
employment status also showed differences in self-efficacy in the following questions. 
 I know the difference between a virus and a Trojan (Appendix F, question 14) 
 Is the firewall on your computer enabled? (Appendix F, question 18) 
 Is your computer configured to be automatically updated?  (Appendix F, question 19) 
 I know what an email scam is and how to identify one (Appendix F, question 21) 
 
The employed people in the sample answered in the affirmative to the above questions and thus 
had a higher self-efficacy than the student respondents.  
In terms of knowing the difference between a virus and a Trojan, 74% of employed respondents 
answered “yes” to this question, 88% of self-employed respondents answered “yes”, 58% of 
unemployed respondents answered “yes” and 46% of students answered “yes”. Thus, for the 
question “I know the difference between a virus and a Trojan” the chi square test shows 
significantly (p<.0005) that more than expected employed people say „yes‟; students say „no‟. 
This indicates that employed people are more aware of the difference between a virus and a 
Trojan than students.  In addition, more employed respondents knew what a firewall was than 
student respondents. Seven per cent of employed respondents stated that they did not know what 
a firewall was, 17% of unemployed respondents stated that they did not know what a firewall 
was and 26% of students stated that they did not know what a firewall was. In terms of having a 
firewall installed on their personal computers, 84% of employed respondents stated that a 
firewall was installed on their personal computers, 100% of self-employed respondents stated 
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that a firewall was installed on their personal computers, 75% of unemployed respondents stated 
that a firewall was installed on their personal computers and 57% of student respondents stated 
that a firewall was installed on their personal computers. The chi square shows that this result is 
significant as (p<.0005). 
As can be seen when comparing these two questions, it seems that, if respondents knew the 
difference between a Virus and a Trojan, they also knew what a firewall was and had it installed 
on their personal computers. Similarly, for the question “Is your computer configured to be 
automatically updated?” 8% of employed respondents stated that they “don‟t know”, 8% of 
unemployed respondents stated that they “don‟t know” and 24% of students stated that they 
“don‟t know”. The chi square test shows that significantly (p<.0005) more employed 
respondents answered „yes‟; unemployed answered „no‟; students answered „don‟t know‟. This 
indicates that more employed people know what this is and recognize the importance of it. 
For the question “I know what an email scam is and how to identify one”, the chi square test 
indicates that significantly (p<.0005) more employed respondents were in agreement; students 
were either neutral or strongly disagreed. Seventy seven per cent of employed respondents 
agreed that they know what an e-mail scam is and how to identify one, 83% of unemployed 
respondents agreed that they know what an e-mail scam  is and how to identify one, 100% of 
self-employed respondents agreed that they know what an e-mail scam  is and how to identify 
one and 55% of student respondents agreed that they know what an e-mail scam is and how to 
identify one.  This indicates that employed people are more confident than students about 
knowing what an e-mail scam is and identifying one and that their self-efficacy and awareness 
is much higher than the student respondents.  
All groups seemed to believe that their computers have no value to hackers, the majority of 
respondents chose to either agree or neither agree nor disagree. Twenty three per cent of 
employed respondents were in agreement with this statement, 83% of unemployed respondents 
were in agreement with this statement, 25% of self-employed respondents were in agreement 
and 31% of student respondents were in agreement. This is a potentially dangerous mindset in 
the sense that these respondents are possibly not aware of how hackers can potentially use their 
information to commit fraud. The chi square shows significance as (p<.0005). 
7.5 Perceived Severity 
Perceived severity amongst students and unemployed respondents was found to be significantly 
(p<.0005) high.  Fifty three per cent of unemployed respondents stated that they were concerned 
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about the state of online security in South Africa, and 58% of student respondents stated that 
they were concerned about the state of online security in South Africa. Forty per cent of 
employed respondents stated that they were concerned about the state of online security in 
South Africa and 38% of self-employed respondents stated that they were concerned about the 
state of online security in South Africa (Appendix F, question 28). This shows that perceived 
severity is highest amongst student respondents, followed by unemployed respondents. Self-
efficacy was the highest amongst employed respondents, yet their perceived severity is the 
lowest. Students‟ self-efficacy was lower than employed people‟s, yet their perceived severity 
was high. A possible reason why students‟ perceived severity is high could be because this 
group is less educated about online security, thus being less aware of online security awareness. 
7.6 Personal Vulnerability 
Personal vulnerability was found to be low amongst all groups. Most respondents stated that 
they would be comfortable to use the Internet to conduct business, although results showed that 
employed, self-employed and unemployed respondents were more comfortable with conducting 
business online than student respondents. Seventy six per cent of employed respondents stated 
that they would be comfortable using the Internet to conduct business, 67% of unemployed 
respondents stated that they would be comfortable using the Internet to conduct business, 88% 
of self-employed respondents stated that they would be comfortable using the Internet to 
conduct business and 59% of student respondents stated that they would be comfortable using 
the Internet to conduct business (Appendix F, question 24). The chi square shows significance 
as (p<.0005). 
Personal vulnerability was found to fluctuate in all categories in terms of credit card transactions 
in online environments. Self-employed respondents seemed to feel safe about placing their 
credit card details online. In terms of employed, the distribution of responses seemed to be equal 
in terms of all responses. For the unemployed respondents and the student respondents, the 
majority in these categories seemed to disagree, indicating that personal vulnerability was high 
in these cases. Seventy five per cent of self-employed respondents felt safe about placing their 
credit card details online. Thirty three per cent of employed respondents felt safe about placing 
their credit card details online, 8% of unemployed respondents felt safe about placing their 
credit card details online and 10% of student respondents felt safe about placing their credit card 
details online (Appendix F, question 25). A possible reason for the majority of students 
choosing “disagree” over the other options could be attributed to the fact that most students are 




In terms of the question “I have had my credit card details stolen and used in an online 
transaction”, the majority of respondents in all categories chose “no”. Ninety three per cent of 
employed respondents answered “no”, 100% of unemployed respondents answered “no”, 88% 
of self-employed respondents answered “no” and 94% of students answered “no” (Appendix F, 
question 26). The reason why the number is lower in terms of employed and self-employed 
respondents could be attributed to the fact that these respondents are likely to have credit cards 
and thus there is a higher chance of their being exposed to credit card fraud. The chi square 
shows significance as (p<.0005).  
7.7 Response Effectiveness 
The questions on response effectiveness, in terms of employment status, did not yield any 
significant results. Therefore, it can be deduced that this construct did not play a role in 
determining user security awareness in terms of race.  
The diagram below shows a holistic picture of the relationship between the variables and the 
constructs of the model. Self-efficacy was shown to be high amongst all respondents, except the 
student respondents. This could be attributed to students not having the same level of 
knowledge of security as the other groups, thus a lower level of user awareness. Personal 
vulnerability was high amongst all groups, except the self-employed respondents. This could be 
because the self-employed respondents within the sample often placed their credit card details 
online and thus felt comfortable doing this. Perceived severity was neither high amongst student 
and unemployed respondents, and neither high nor low for employed and self-employed 
respondents. Student respondents perceived online threats as more dangerous than the other 
groups; the reason for this could be their lower awareness levels of online security. Response 
effectiveness was high amongst all groups, except self-employed respondents. This could be 
because these respondents do not believe that the controls in place to prevent online attacks or to 
keep their personal computers safe are adequate. 
7.8 Discussion of PMT model on Employment Status 
Figure 23, below, shows a holistic picture of the relationship between the variables and the 
constructs of the model. Self-efficacy was shown to be high amongst all respondents except the 
student respondents. This could be attributed to students not having the same level of 
knowledge of security as the other groups, thus a lower level of user awareness. Personal 
vulnerability was low amongst all groups. Perceived severity was low amongst all groups, 
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except unemployed respondents. More student respondents perceived online threats as 
dangerous, than the other groups; the reason for this could be the lower awareness levels of 
online security.  
 
Figure 23: Protection Motivation Theory Constructs Effect Employment Status (Adapted) 
7.9 Fears Regarding Online Banking 
In terms of online banking, the vast majority of respondents did indeed have fears in this regard 
as very few respondents chose the option “I have no fears”.  Twelve per cent of employed 
respondents stated that they had no fears, 50% of self-employed respondents stated that they had 
no fears, 8% of unemployed respondents stated that they had no fears and 4% of students stated 
that they had no fears regarding online banking theft (To view all the options for this question 
refer to Appendix F, question 29). As can be seen from this result, a higher percentage of self-
employed and employed respondents have no fears as opposed to student respondents. This 
could be due to the fact that these groups make more use of online banking than do student 
respondents and thus view it as relatively safer than students would. The chi square shows 




7.10 Fears Regarding Online Purchasing 
In terms of online purchasing fears, one of the significant ones were “Money will be „lost‟ with 
no record of where it is and how it got there”. Fifty six per cent of employed respondents stated 
that they feared this, 33% of unemployed respondents stated that they feared this, 25% of self-
employed respondents stated that they feared this and 62% of student respondents stated that 
they feared this well (To view all the options for this question refer to Appendix F, question 30).  
 
In addition, the vast majority of respondents did indeed have fears as very few respondents 
chose the option “I have no fears”. Eleven per cent of employed respondents stated that they had 
no fears, 50% of self-employed respondents stated that they had no fears, 8% of unemployed 
respondents stated that they had no fears and 6% of students stated that they had no fears 
regarding online banking. As can be seen from this result, a higher percentage of self-employed 
and employed respondents have no fears compared with student respondents. This could be due 
to the fact that these groups make more use of online purchasing than student respondents and 
thus view it as relatively safer than the students would. Looking at the above two questions, 
there is a slight shift in terms of there being 3% of students who stated that they had no fears 
regarding online banking, while 6% stated that they had no fears regarding online purchases. 
Thus, more students fear online banking than they fear online purchasing. The chi square shows 
significance as (p<.0005). 
7.11 Privacy on Social Networking Websites  
In terms of privacy on social networking websites, it was found that significantly more 
employed respondents put work information online than the other respondents. In terms of 
“work information on social networking websites”, 40% of employed respondents stated that 
they placed their work information on websites, 25% of unemployed respondents stated that 
they placed their work information on websites, 38% of self-employed respondents stated that 
they placed their work information on websites and 15% of students stated that they placed their 
work information on websites. The chi square shows significance as (p<.0005). The above 
result shows that all the other respondents (students, unemployed and self-employed) are more 
reluctant to put their work information on social networking websites than employed 
respondents. 
 
In terms of the question on “relationship status on social networking websites”, 60% of 
employed respondents stated that they would put their relationship status online, 33% of 
unemployed respondents stated that they would put their relationship status online, 75% of self-
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employed respondents stated that they would put their relationship status online and 36% of 
students stated that they would put their relationship status online. The chi square shows 
significance as (p<.0005). This result shows that significantly fewer students are willing to place 
their relationship status online than any of other groups. Another theory is that both these 
groups use social networking websites for different purposes and thus the information they put 
up differs (To view all the options for this question refer to Appendix F, question 34).  
7.12 Conclusion 
The above results show that employment status does have an effect on online security 
awareness. Thus the null hypothesis was rejected. Results of the study show that the awareness 
levels of the student respondents are not as high as those of the employed respondents. This 
result was to be expected as the literature stated that most security training is done in the 
organizational dimension (Siponen, 2001).  
The next chapter concludes this study and discusses how the model can be used in similar future 
studies in this area. Strategies to improve online user awareness of online security are also 




















Chapter 8: Discussion 
8.1 Introduction 
The purpose of this exploratory study is to determine the factors influencing online user 
security awareness using Protection Motivation Theory as a theoretical framework and 
to determine the current state of user awareness of online security. The context was 
specifically limited to young adults. The study aimed to find out whether race, 
language, community, gender and employment status influence online security 
awareness. To this end, the following hypotheses were formed and tested:  
H10: Users‟ race does not influence their online security awareness 
H1A: Users‟ race influences their online security awareness 
H20: Users‟ language does not influence their online security awareness 
H2A: Users‟ language influences their online security awareness 
H210: Users‟ level of English does not influence their online security awareness 
H21A: Users‟ level of English influences their online security awareness 
H30: Users‟ community does not influence their online security awareness 
H3A: Users‟ community influences their online security awareness 
H40: Users‟ gender does not influence their online security awareness 
H4A: Users‟ gender influences their online security awareness 
H50: Users‟ employment status does not influence their online security awareness 
H5A: Users‟ employment status influences their online security awareness 
This chapter will discuss the framework and how it was used to interpret the results and 
draw conclusions. Thereafter, the hypotheses and research questions will be discussed. 
The chapter will conclude with limitations and further research suggestions for user 
awareness of online security.    
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8.2 Protection Motivation Theory and its application to this study 
The above hypotheses assisted in providing answers to the research questions, which 
were: 
 What factors influence online security awareness? 
 What is the current state of user awareness of online security in South Africa? 
This study used Protection Motivation theory to determine the hypotheses. Results 
showed that respondents‟ self-efficacy proved to be the determining factor in showing 
differences in users‟ awareness levels. The results indicate that constructs behaved 
differently, depending on the variables being tested. It was found that there were lower 
self-efficacy levels amongst certain groups of respondents who had a higher perceived 
severity. Thus, respondents who had less online security awareness feared online fraud 
more than respondents who were aware and more knowledgeable about online security. 
This was seen to be the case with gender, race and employment status. In addition, it 
was found that, generally, respondents who had a lower self-efficacy had higher 
personal vulnerability. This indicates that users with lower self-efficacy felt more 
vulnerable to online threats than users with higher self-efficacy.  
 
When gender was tested, it showed that females had a low self-efficacy and their 
perceived severity and personal vulnerability was higher than male respondents. Thus, 
their lower self-efficacy (hence lower awareness) was a factor in making them feel more 
vulnerable regarding online security and had a higher level of concern about online 
security than the male respondents. There were marked differences when race, 
community and language were tested, as low/high self-efficacy did not affect users‟ 
perceived severity and personal vulnerability.  Likewise, with regards to employment 
status, low/high self-efficacy did not affect users‟ perceived severity and personal 
vulnerability. 
 
As described in chapters five to seven, the results show that gender, race, community, 
language and employment status affected online security awareness. In certain cases, 
self-efficacy of male respondents was higher than female respondents‟. Self-efficacy 
also proved to be higher in Indian and White respondents than in African respondents. 
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Similarly, self-efficacy amongst English and Afrikaans speaking respondents was 
higher than among the Zulu and Xhosa speaking respondents. In addition, respondents 
from urban and semi-urban communities showed higher self-efficacy than respondents 
from rural areas. Employment status also influenced self-efficacy with results showing 
that employed people had a higher self-efficacy than student respondents. This study 
can be expanded to explore the reasons why these individuals have a higher self-
efficacy and user awareness than the other groups and, in future, can possibly 
investigate how to educate groups that are not as aware as others. 
 
On the whole, user awareness of online security was low (See Appendix G for all 
statistical analyses), as only 29% of respondents in the sample actually knew what a 
phishing attack was. To increase user awareness, user education strategies are 
recommended. This section is expanded in chapter nine. 
 
8.3 Limitations 
In terms of limitations emerging from the study, there were some weaknesses shown in 
the model itself. One of these was that the model did not account for social factors that 
could have influenced online security awareness. For example, the way an individual‟s 
friend/s behave/s could influence the way the individual would behave online. In 
addition, the model did not take into account environmental factors. For example, an 
individual could be less aware of online security because he/she has been less exposed 
to technology than others. This being stated, one of the aims of the study was to find if 
individuals with different demographic backgrounds had different awareness levels of 
online security, and the results showed that this was the case (i.e. individuals from rural 
areas where shown to have lower user awareness levels than individuals from urban 
areas). So, in this sense, this limitation of the model did not affect the results of the 
study.  
 
Since this was an exploratory study, there was no need to show any representative 
population groups. The focus group of this study was young adults and the majority of 
respondents did fit within the relevant age range.  
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8.4 Further Research 
This was largely an exploratory study to determine whether the issues needed further 
examination. The study could now be extended to incorporate larger areas of the 
country. 
 
Other specific issues to explore might be the determination of reasons for the lower 
awareness and self-efficacy levels of females compared with males in terms of online 
security. In terms of social networking and privacy, results showed that more males than 
females place their phone numbers online. A study could be done to investigate the 
difference between online privacy perceptions between males and females using 
Protection Motivation Theory as a possible framework.  
 
Other issues to explore might be the reasons why self-efficacy and awareness amongst 
Whites and Indians are higher than in the African population. Other factors that were 
found to influence online security awareness were language and community. This 
means that security awareness programs should target rural areas as well as users who 
do not speak English as a first language. The results showed that White respondents had 
lower response effectiveness than all the other groups. The reasons for this can be 
investigated further.   
 
In terms of privacy on social networking websites, it was found that significantly fewer 
Indian respondents place their phone numbers on social networking websites than other 
race groups. Also, there were varying responses for the question about whether 
respondents placed their relationship status on social networking websites. This section 
could be expanded to investigate the differences between online privacy perceptions of 
all the race groups in South Africa.  
 
In terms of language and community, there were varying responses in terms of what 
information different respondents placed online. These users also had varying fears 
regarding online purchasing. These can be further examined by performing a study 




In terms of employment status, the varying self-efficacy and awareness levels can be 
further investigated. It was found that employed respondents were more likely than all 
the other groups to put up their relationship status. A comparative study can be done 
showing the differences in attitudes on privacy behaviour on social networking websites  
of employed individuals and students.  
 
It was found that respondents feared online banking and online purchasing more than 
social networking. Specific fears regarding each of these have been discussed in 
chapters five to seven and an investigation can be done probing respondents about 
exactly what they fear regarding each of these (online purchasing, online banking and 
social networking) and possible reasons.  Protection Motivation Theory can be used as a 
theoretical framework for this investigation.   
 





















Chapter 9: Recommended Strategies to Improve User 
Awareness of Online Security 
This chapter explores the strategies that are available to assist in raising user awareness of 
online security. Two of these are discussed in this chapter. These are: 
- Using Web 2.0 to improve online security awareness 
- Use of games to improve online security awareness 
These two areas are recommended strategies for improving online security awareness. Section 
2.6 in the literature chapter discusses strategies used by other countries to promote user 
awareness of online security. This chapter serves as an extension of this discussion.  
9.1 User Awareness Strategy Using Web 2.0 
Web 2.0 can be used as an avenue to increase online security awareness as it has worked well in 
the e-learning domain. Essentially, the drivers are the users due to the fact that the users can 
produce the content, individually or together (Hamburg & Hall, 2008). By using Web 2.0 tools 
(Wikis, social networking, bookmarking tools, blogs etc.) everyone can be a learner or a teacher 
as the barriers to conventional ICT-based training are removed (Hamburg & Hall, 2008). Web 
2.0 makes a new level of communication possible which allows easier collaboration and sharing 
of information. It was found in a study that clear communication between members of a 
learning group is vital for success in training programmes, regardless of whether the 
communication was of a formal nature or informal (i.e. between colleagues). The tools and 
structures that aided the communication in this study were Web 2.0 tools. At the present time, it 
seems that younger people have greater knowledge with these technologies than older people. 
Due to this, it is assumed that the younger generation of users are more net-savvy, although a 
study about how much personal information people reveal online has shown that the student 
population are not overly concerned about privacy and security issues (Little, 2008). This is due 
to the fact that 90% of individuals in the study revealed their real names and pictures online 
(Little, 2008). It was thus concluded in this study that there is a need to develop awareness of 
personal and professional risks due to the huge number of online threats (Little, 2008).  
 
Web 2.0 tools combine both visibility and interaction; both these elements work very well in 
terms of education. This can be seen by looking at the top 20 learning tools for 2009 (Hart, 
2009). YouTube is one of the websites that offers a visual way of learning (by watching videos). 
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Teampedia, StudyStack and many others provide an interactive way of learning. Awareness 
campaigns using these tools can possibly be very strong as they appeal to the visibility element 
as well as the interactive one. In terms of information security, it makes sense to use these Web 
2.0 tools to raise awareness as the user interacts with them in the appropriate spaces (i.e. the 
user interacts with them on a computer).  There are currently many videos on YouTube that 
cover online security awareness, as well as various groups on Facebook that discuss it. A 
suggested strategy to help increase online security awareness using Web 2.0 can be derived 
simply by creating a group on Facebook and sharing videos and articles on it and inviting users 
to participate.  The success of this group would be seen by the number of users that decide to 
join as well as seeing how much activity there would be in the group on a daily basis. An 
experimental version of this type of strategy was carried out in 2010, as can be seen by the 
screenshot below. The researcher posted up a video on a Web 2.0 e-learning website called 
Edmodo, and invited a group of students to a group called “Online Security”. As can be seen in 
figure 24, below, after watching the video, students provided comments and created a 
discussion around the topic.  
 
Figure 24: Suggested Online Awareness Strategy Using Web 2.0 
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A possible framework to use, to investigate whether a Web 2.0 platform would be adequate for 
user security awareness, is UTAUT. 
 
The UTAUT model consists of 4 constructs: Performance expectancy, effort expectancy, social 
influence and facilitating conditions (Venkatesh, Morris, Davis, & Davis, 2003).  It also deals 
with variables, such as age, gender, experience and voluntariness of use. 
 
The elements that will be measured are listed below: 
 
Performance expectancy (PE) is defined as the degree to which an individual believes that 
using new technology will help with improving working performance. It will be measured by 
the investigating the participant‟s perceptions of using different educational platforms in terms 
of the benefits, speed, usefulness and productivity.  
Effort expectancy (EE) is the degree of ease associated with the use of the system and is 
measured by the perceptions of ease of using or understanding the operations of the different 
educational platforms.  
Social influence (SI) refers to the degree to which an individual perceives how significant it is 
that others believe he or she should use the technology. In this case, it would be the degree of 
importance with which the respondents view each platform.  
Facilitating condition (FC) refers to the degree to which an individual believes that an 
organizational and technical infrastructure exists to support use of the system and is measured 
by the perception of having the required resources or facilities knowledge to use each of the 
platforms (Venkatesh et al., 2003). 
 




Figure 25: UTAUT (Flickr, 2009) 
Since UTAUT deals with technology adoption and this proposed study deals with what platform 
users‟ prefer to adopt in terms of acquiring knowledge about online security, this model could 
be used. In addition constructs from this model can be combined with some of the constructs of 
Protection Motivation Theory to test user awareness of online security and to possibly find out 
what the best platform to learn about online security would be. 
 
9.2 User Awareness Strategy Using Games 
It is believed that users need to be properly educated about secure systems. In research done by 
Näckros (2002) a method of educating users is suggested (using a computer game to educate 
users). This suggests that for users to effectively use information systems, they have to be aware 
of security goals and threats before interacting with systems (Näckros, 2002). Some research 
studies show that scenario-based programs can be used to educate users about information 
security (Furnell, Gennatou & Dowland, 2000). Additional research has been carried out 
showing the use of computer games to educate individuals about security issues (Cone, Irvine, 
Thompson, & Nguyen, 2007; Monk 2011; Sheng, Magnien, Kumaraguru, Acquisti, Cranor, 




A possible strategy to develop a game like this, which could be successful in online security 
education, is to introduce one scenario and ask security-related questions regarding it. For 
example, Onguard.com has this type of game on its website. It starts off with a scenario: “Agent 
Smith has fallen asleep on a mission in Brazil, while details of his mission self-destructed in his 
briefcase. He is now under scrutiny by headquarters.” Thereafter, if you start the game “Mission 
laptop security”, the user answers a series of questions and, depending on how these are 
answered, they either fail to complete the mission or pass it (Onguard, 2012). 
9.3 Conclusion 
According to Kevin Mitnick (2002) “Companies spend millions of dollars on firewalls, 
encryption and secure access devices, and it‟s money wasted, because none of these measures 
address the weakest link in the security chain.”  
Further research regarding the above two strategies could possibly fill the gap in explaining how 
end-user education and awareness can be improved, thus strengthening the “weakest link”  by 












Chapter 10: Conclusion 
This chapter explores the research problem and its application of the research objectives. The 
problem statement as stated in chapter one was: The identification of factors that influences 
young adults‟ awareness of online security. To address the problem statement the following 
research questions were derived:  
 What factors influence online security awareness? 
 What is the current state of user awareness of online security in South Africa? 
10.1 Answering the Research Questions 
The main focus of the study was whether the respondents‟ demographic profiles have an impact 
on their online security awareness. As identified in the literature (section 2.7) these factors were 
gender, race, community, language and employment status.  As described in chapters five to 
seven, the results showed that gender, race, community, language and employment status 
affected online security awareness. This provided answers to the first research question.  
 
As mentioned in Chapter 8 Protection Motivation Theory was used as the theoretical 
framework to guide this study. Results disclosed that respondents‟ self-efficacy was the 
determining factor in showing differences in users‟ awareness levels. This showed that 
there is a direct link between user awareness of online security and a user‟s self-efficacy 












Self-Efficacy Perceived Severity 




The results also indicated that constructs of the model behaved differently, depending 
on which variables were being tested. It was found that there were lower self-efficacy 
levels amongst certain groups of respondents who had a higher perceived severity. 
Thus, respondents who had less online security awareness feared online fraud more than 
respondents who were aware and more knowledgeable about online security. 
 
The second research question was partially answered as results showed that awareness levels of 
respondents were varied. In terms of this exploratory study user awareness of online security 
was low. To find out what the user awareness levels on online security would be in the South 
African context, further research will have to be pursued.   
 
10.2 Conclusion 
This study has uncovered factors that affect online security awareness through the application of 
Protection Motivation Theory (i.e. a health belief model). The results of this study can help 
organizations and practitioners involved in implementing online security awareness training 
programmes to take into account the different factors that influence awareness levels and thus 
possibly improve the design of security awareness programmes.  
 
This study set out to find the factors that influence online user security awareness. As described 
in chapters 5 to 7, the results show that gender, race, community, language and employment 
status affect online security awareness. This was largely an exploratory study and could now be 
extended to incorporate larger areas of the country (the other provinces) with a marginally 
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Abstract  
Online fraud is aggressively threatening individuals and some believe that it can turn into a 
weapon of electronic warfare in the near future. There is strong agreement that society is 
required to develop its own resilience against this risk (Jakobsson & Srikwan, 2008). Vast 
sums are spent by both the government and business sectors on deflecting mechanisms and 
on cleaning up after online attacks which are becoming increasingly sophisticated and 
diverse (Gartner, 2009). The goal of this exploratory study was to establish what the factors 
that influenced online security were amongst young South African, Durban based adults. 
The conceptual framework used to guide this approach was Protection Motivation Theory 
(Rogers, 1983). Data for this study was collected via an online survey. The questionnaire 
was e-mailed to prospective participants at the University of KwaZulu Natal, where they 
could submit it electronically. The survey was also sent to the researchers Facebook friends 
and Twitter followers who fitted the criteria. Significant findings were that gender, race and 
employment status affected user awareness of online security. 
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In terms of the Internet, privacy refers to the user‟s opinion on whether or not the online vendor 
will try to protect the confidential information collected from them during electronic 
transactions from unauthorized use or disclosure (Kim et al., 2008). Examples of privacy abuses 
on the Internet comprise of spamming, usage tracking and data collection, and the sharing of 
information to third parties (Salleh et al., 2012). When users feel or recognize that their 
information privacy has been violated, they will avoid disclosing their personal information on 
the Internet (Dinev & Hart, 2006). It is presumed that the younger generation of users are more 
net savvy although there has been a study that showed how much personal information people 
reveal online. Results of this study showed that that the student population is not overly 
concerned about privacy and security issues (Little, 2008).  
 
The main focus of the study was whether the respondents‟ demographic profiles had an impact 
on their online privacy behaviour. The data collected showed that students and young employed 
adults do reveal a large amount of personal information on social networking websites. What 
was also found was that race, gender and employment status played a role in revealing certain 
personal information. This study could be expanded to investigate the differences between 
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Appendix F – Questionnaire 
Factors that influence young adults’ 
online security awareness  
I, Zahra Bulbulia am a Masters of Commerce student in the School of Management IT 
and Governance, at the University of KwaZulu-Natal. You are invited to participate in a 
research project entitled Factors that influence young adults‟ online security awareness. 
The aim of this study is to determine the factors or combination of factors that play a 
role in increasing user awareness of online security. Through your participation I hope 
to understand how these factors contribute to user awareness of online security. The 
results of this survey are intended to contribute to the body of knowledge involving 
online security from the human perspective. Your participation in this project is 
voluntary. You may refuse to participate or withdraw from the project at any time with 
no negative consequence. There will be no monetary gain from participating in this 
research project. Confidentiality and anonymity of records identifying you as a 
participant will be maintained by the School of Management, IT and Governance, 
UKZN. If you have any questions or concerns about participating in this study, please 
contact me or my supervisor at the numbers listed here, Zahra Bulbulia (031 260 8039) 
Professor Manoj Maharaj (031 260 8023). It should take you about 10 minutes/s to 















2. How old are you * 











 Over 40 
 

















 Unable to work 
 Other 
 
6. In what type of community do you live * 
 Urban 
 Semi urban 
 Rural 
 




 Semi urban 
 Rural 
 
8. At what level do you speak English? * 
 First Language 
 Second Language 
 Third Language 
 Fourth or higher Language 
 





 Other:  
 
10. Where do you mostly access the Internet from? * 
 Home 
 Work 
 University LANS 
 Internet cafes 
 Other 
 




 Not at all 
 
12. Under certain conditions I will give my username and password to a friend? * 
 
1 2 3 4 5 
 
Strongly Agree 










1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 




15. Email attachments may contain viruses or other malware and care must be taken when 
opening them * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 
16. I would be able to tell if my computer is hacked or infected? * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 
17. I feel that my computer is very secure * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 
18. Is the firewall on your computer enabled? * 
 Yes 
 No 
 I do not know what a firewall is 
 
19. Is your computer configured to be automatically updated? * 
 Yes 
 No 
 I do not know 
 
20. A phishing attack is.... * 
  an e-mail masquerading as a message from a trusted source 
  an attempt to make a computer resource unavailable to its intended users 
 the art of manipulating people into performing actions or divulging confidential information, 
rather than by breaking in or using technical cracking techniques. 
 




1 2 3 4 5 
 
Strongly Agree 




22. Is an anti-virus currently installed, updated and enabled on your computer? * 
 Yes 
 No 
 I do not know how to tell 
 I do not know what anti-virus software is 
 
23. My computer has no value to hackers, they do not target me. * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 
24. I would be comfortable using the Internet to conduct business * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 
25. I feel safe about placing my credit card details online * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 




27. Do you know of anyone else who may have had their credit card or card number stolen 





28. I am concerned about the current state of online security in South Africa * 
 Yes 
 No 




29. What it is that you fear most with regards to online banking? Select all those that apply 
to you * 
 An outsider will be able to access my account details and steal my money 
 The Internet might be new to you so it is fear of the unknown 
 Fear of identity theft 
 Fear of being unsure of your rights or protection if something goes wrong 
 If there is a problem there will be no way to trace where your money went 
 I have no fears 
 
30. What is it that you fear with regard to making online purchases? Select all those that 
apply to you * 
 Money will be "lost" with no record with where it is and how it got there 
 That someone else will gain the benefit of the money you deposited 
 If there is a problem there will be no way to trace where your money went 
 In the event that a problem arises you will experience great difficulty proving that you paid 
for a product or a service 
 The Internet might be new to you so it is fear of the unknown 
 Fear of identity theft 
 Fear of being unsure of your rights or protection if something goes wrong 
 I have no fears 
 
 
31. What is it that you fear with regards to social networking? * 
 Fear of identity theft 
 Fear of my account details being accessed by other organisations 
 Fear of my account being compromised 
 I have no fears 
 
32. Installing anti-virus software will keep my computer safe * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 
33. Installing anti-spyware software will keep my computer safe * 
 
1 2 3 4 5 
 
Strongly Agree 
     
Strongly Disagree 
 
34. Tick each that apply, I provide the following information on social networking websites * 
123  
 
 My real name and surname 
 My real pictures 
 My phone number 
 My address 
 My e-mail 
 My work information 
 My interests and hobbies 
 My education information 
 My relationship status 
 I do not have any social networking accounts 
 
35. I get most of my information about online security from * 
 The media 
 Government websites 
 Social networking websites 
 Through friends/family 
 Other 
 
36. What is your perception of online security training? * 
 Not important 
 Important 
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